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rightful representative of China, promoting a view that this reso-
lution codifies China’s “One China principle,” a phrase China uses 
to assert that Taiwan is a part of China.* 98 China’s State Coun-
cil’s Taiwan Affairs Office claims UN General Assembly Resolu-
tion 2758 is “a political document encapsulating the One China 
Principle whose legal authority leaves no room for doubt and has 
been acknowledged worldwide.” 99 In fact, Resolution 2758 solely 
addresses the question of China’s representation in the UN and 
does not mention “one China” or Taiwan or address the self-gov-
erned island’s sovereignty.100 In her testimony before the Com-
mission, Yu-Jie Chen of Academia Sinica argued that Beijing’s in-
tensified efforts to exclude Taiwan from international institutions 
are aimed not only at isolating Taiwan but also at promoting the 
One China principle internationally to present Taiwan’s legal sta-
tus as a matter of China’s internal affairs.101 Such a distinction 
would be particularly useful to Beijing in a conflict across the 
Taiwan Strait, which China’s government would almost certainly 
claim to be a domestic issue rather than an invasion to annex 
a functionally sovereign Taiwan.102 Similarly, China has protest-
ed the passage of foreign warships through the Taiwan Strait, 
claiming that those ships were passing through China’s internal 
waters.103

China Seeks to Align Foreign and International Law with Its 
Own Law

China is encouraging other countries to adopt laws and proce-
dures like its own and is attempting to shape the evolution of inter-
national law to advance its objectives. These efforts are especially 
focused on areas Chinese jurists call “frontier law”—emerging fields 
in which international law has been less clearly defined, better po-
sitioning China to influence its evolution—including cyber law and 
norms, space law, polar law, climate change law, maritime law, and 
nuclear security. Notably, China’s encouragement of other countries 
to adopt elements of Chinese law and its attempt to steer interna-
tional law can be mutually reinforcing. In cyber law, for instance, 
Vietnam and Uzbekistan have both adopted elements of China’s re-
strictive cyber governance regime; both have also voted in favor of 
UN General Assembly resolutions that support countries’ discretion 
to curb internet freedoms. If successful, China’s efforts could provide 
a model of authoritarian law for other countries to follow, potential-
ly harming U.S. interests or U.S. citizens’ safety in those countries 
while also establishing international frameworks that challenge lib-
eral Western values and U.S. strategic objectives.

* The “One China principle” refers to the Chinese government’s position that there is only one 
China; that there is only one legitimate government of China, the People’s Republic of China 
(PRC); and that Taiwan is an inalienable part of the state called “China.” By contrast, the “One 
China policy” of the U.S. government refers to its position recognizing the PRC—rather than 
the Republic of China (ROC) government on Taiwan—as the sole legal government of China but 
only “acknowledging” the PRC’s position that Taiwan is part of China. Many other countries that 
maintain official ties with Beijing use the phrase “One China policy” to describe their stance of 
officially recognizing the PRC while simultaneously not recognizing the Republic of China.

China Claims UN Resolution Establishes Its Sovereignty 
over Taiwan—Continued
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China Expands Its Influence in International Arbitration 
via the Belt and Road

China is attempting to increase the attractiveness of its own 
courts and arbitral institutions to draw more cases to China 
while at the same time increasing the application of Chinese 
law and procedure abroad. It is particularly focusing its efforts 
in areas where China has significant commercial interests and 
in countries that have borrowed heavily from China but have 
weak domestic legal institutions, especially those involved in BRI. 
In 2019, the China International Commercial Court (CICC),* a 
branch of the Supreme People’s Court designated for proceedings 
on international disputes, began hearing cases. China has since 
established eight more international commercial courts in major 
Chinese cities.† 104 Chinese entities involved in projects overseas 
are also insisting that China’s laws govern contracts. A study of 
100 contracts between Chinese entities and foreign governments 
by the Center for Global Development showed that the Export–
Import Bank of China’s debt contracts nearly always stipulate 
the use of the China International Economic and Trade Arbitra-
tion Commission (CIETAC) in dispute resolution and the use of 
Chinese law in all Export–Import Bank of China concessional 
and buyer credit loan contracts.105

China’s push to develop capacity in commercial disputes has 
corresponded with a rise in the number of first-instance foreign-re-
lated civil and commercial cases in Chinese courts, from 14,800 
in 2013 to 27,300 in 2021.‡ 106 As lenders from China insert lan-
guage into contracts mandating Chinese arbitration in dispute 
resolution, CIETAC, China’s largest arbitral tribunal, also regis-
tered a record high number of cases in 2022, with 642 relating 
to foreign cases totaling about $5.15 billion (RMB 37.4 billion) in 
dispute.107 In total, parties from 69 jurisdictions were involved 
in CIETAC cases last year, including from 32 countries partici-
pating in BRI.108 Chinese arbitral institutions are also increas-
ing the application of China’s laws abroad through partnerships 
with tribunals in other countries, such as the China Africa Joint 
Arbitration Center (CAJAC). Prior to its establishment, many dis-
putes between Chinese and African entities were decided in local 
courts, which could be plagued by inefficiency and bureaucratic 
red tape.109 CAJAC enables Chinese entities to resolve disputes 
guided by China’s laws and procedures in centers in Johannes-
burg and Nairobi. China has established similar joint institutions 
in Thailand and Kyrgyzstan.110

Though Chinese dispute resolution venues are becoming more 
competitive, the political nature of China’s judicial system limits 
its attractiveness. As University of Sydney law professor Vivi-

* For more on the CICC, see Leyton Nelson, “Dispute Settlement with Chinese Characteristics: 
Assessing China’s International Commercial Court,” U.S.-China Economic and Security Review 
Commission, February 28, 2023.

† Along with Beijing, additional cities with International Commercial Courts include Chengdu, 
Suzhou, Shenzhen, Hangzhou, Xian, and Xiamen. China Justice Observer, “Xiamen International 
Commercial Court Holds Its First Hearing,” October 31, 2022; China Justice Observer, “Hangzhou 
Int’l Commercial Court Hears Its First Case Involving Procurement of Test Kits,’ ” March 16, 
2023; Hansel Pham, “The China International Commercial Court,” White & Case, March 4, 2021.

‡ The Supreme People’s Court does not define “foreign-related case.”
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enne Bath described in testimony before the Commission, China’s 
courts remain subservient to the CCP’s strong oversight, creating, 
“an ongoing risk of intervention (both political and otherwise) in 
court decisions which will continue . . . to undermine the credibility 
of China’s courts as an international dispute resolution venue.” 111 
Additionally, nearly all disputes heard by Chinese institutions in-
volve a China- or Hong Kong-based party. The proliferation of 
Chinese arbitral tribunals and Chinese law governing interna-
tional contracts nonetheless presents nascent competition with 
existing patterns of international arbitration largely governed by 
U.S. law.112 According to Matthew Erie at the University of Ox-
ford, U.S. influence in international law grew in tandem with the 
U.S. role in international commerce, as lawyers supervising in-
ternational contracts on behalf of U.S. firms sought to have deals 
governed by U.S. law.113 This meant that “[a]s the US became the 
financial center of the world, New York and Delaware law were 
used in contracts the world over.” 114 Now, as Chinese commer-
cial activity expands globally, particularly in developing countries, 
an increasing number of law firms and courts are specializing 
in the application of Chinese law.115 Dr. Erie notes that “African 
lawyers, arbitrators, and businesspeople welcome Chinese capital 
and want to create legal institutions to facilitate its entry into 
African markets.” 116

China’s Export of Cyber Restrictions and Techno-
Authoritarianism

China is promoting laws and regulations modeled on its own cyber 
governance regime that appeal to authoritarian countries, potential-
ly paving the way for greater global acceptance of more authoritar-
ian models of the internet. A key tactic in China’s exportation of its 
cyber governance regime is capacity building through state-to-state 
training workshops. Since 2017, China has held training sessions 
and seminars with numerous developing countries on China’s in-
formation policy and management of the internet.117 At the Baise 
Executive Leadership Academy near the Sino-Vietnam border over, 
for example, 400 government officials from southeast Asian coun-
tries were trained in how to “guide public opinion” online.118 In an-
other two-week Seminar on Cyberspace Management for officials 
from BRI countries, attendees toured Chinese facilities that tracked 
cyber activity and examined methods of digitally tracking public 
sentiment.119 According to an investigation by Freedom House, in 
2017 and 2018 alone, government officials from at least 36 countries 
attended seminars in China on “cyberspace management.” 120

China’s state-to-state capacity building appears to have influenced 
the legal systems of attending countries. Shortly after Vietnamese 
officials attended training on internet governance and security in 
2017, Vietnam introduced a new cybersecurity law in 2018 that 
closely mimics China’s, including close government management 
over the access to and storage of data.121 Tanzanian and Ugandan 

China Expands Its Influence in International Arbitration 
via the Belt and Road—Continued
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officials attending Chinese seminars on cyberspace management 
similarly preceded both countries passing restrictive cyber crime 
and media laws in 2018.122 The laws enhance government powers 
in censorship and impose harsh punishments for journalists pub-
lishing content perceived as damaging to the state.123

China’s trainings on cyber governance are also meant to encour-
age the export of surveillance technologies. According to Freedom 
House, at least 38 countries, including many who have sent officials 
to cyber training seminars in China, have receieved or are set to 
receive internet equipment from Chinese technology companies.124 
Among these, 18 are receiving artificial intelligence systems specif-
ically designed for law enforcement.125 Deploying surveillance tech-
nology from China can also encourage countries to adopt laws and 
regulations stipulating how authorities might use these technolo-
gies. Following Zimbabwe’s 2018 purchase of a mass facial recogni-
tion system from China-based surveillance tech firm CloudWalk,* 
for instance, the country adopted a new cybersecurity law modeled 
on China’s that expanded the government’s authority to conduct 
surveillance using CloudWalk’s facial recognition tools.126 After the 
Zimbabwe law’s adoption in 2021, the EU renewed sanctions on 
Zimbabwe for undermining human rights, including intimidating 
political opponents and harassing journalists.127

In addition to remodeling other nations’ legal structures in the 
CCP’s image and likeness, there is a hidden benefit for Beijing when 
other countries acquire surveillance tech from China: China’s legal 
system grants the Party-state the authority to access and act upon 
the data foreign governments might collect with those systems, as 
long as those systems are serviced by Chinese entities. As outlined 
in article 11 of China’s National Security Law, “to maintain national 
security, national security agencies may inspect organizational and 
personal electronic communication tools, facilities, and other relat-
ed equipment belonging to any organization or individual.” 128 Sim-
ilarly, article 18 underpins the state’s absolute authority to access 
networks: “when a national security organization investigates any 
circumstances threatening national security and gathers evidence, 
organizations and individuals must comply with conveying relevant 
information to authorities and may not refuse to do so.” 129

The CCP Exercises Extensive Control over Nonstate 
Firms

Beyond the National Security Law, China has developed nu-
merous avenues through which to intervene in corporate deci-
sion-making and direct nonstate firms and resources toward ad-
vancing the CCP’s priorities. China’s government can leverage 
these tools to strengthen oversight of ostensibly nonstate internet 
and technology firms exporting surveillance technology as well as 
firms supporting China’s military-civil fusion strategy † and de-

* The U.S. Department of Commerce’s Bureau of Industry and Security added CloudWalk to the 
Entity List in May 2020 for its involvement in human rights violations associated with China’s 
mass detention and repression of the Uyghur Muslim minority in Xinjiang. U.S. Department of 
Commerce, Bureau of Industry and Security, “Addition of Entities to the Entity List, Revision of 
Certain Entries on the Entity List,” Federal Register 85:109, June 5, 2020.

† As articulated in many speeches, Xi’s vision for military civil-fusion aims to facilitate transfers 
between the defense and civilian sectors to improve the sophistication of China’s military and cre-
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fense modernization objectives. Chinese law grants the state priv-
ileged status in the governance of any corporation for which it is 
a shareholder, regardless of its ownership stake.130 The state may 
exercise these rights through its extensive investment in the non-
state economy, which has increased significantly in the last ten 
years through government guidance funds leading investments 
in state-directed priority areas, government attempts to stabi-
lize China’s stock market through mass share purchases, and 
“mixed-ownership reform.” * Beyond these de jure mechanisms 
for intervention, the CCP itself is not bound by legal constraints 
and is expanding its influence over firms’ management and per-
sonnel decisions through CCP committees.131 Additionally, policy 
incentives, such as subsidies, grants, and tax breaks, as well as 
corporate monitoring mechanisms guide companies toward ful-
filling the Chinese government’s objectives even without direct 
government influence.132

Within this expanded framework of government control, tra-
ditional definitions of state control in an entity no longer apply 
because any commercial entity may be compelled to act on behalf 
of the Chinese government’s interest, regardless of the state’s for-
mal ownership. This rising control makes the distinction between 
civilian and defense activities of Chinese companies increasingly 
blurry and furthers the Chinese government’s objective of cul-
tivating a commercial environment that supports military-civ-
il fusion and broader technological development.† The Chinese 
government’s extensive footprint in China’s corporate sector also 
increases the likelihood that foreign capital invested in China’s 
economy will ultimately fund CCP objectives.

China Is Attempting to Normalize Internet Censorship and 
Surveillance in International Organizations

State-to-state trainings in cyber governance complement China’s 
attempts to steer international organizations toward embracing 
an authoritarian vision of the internet more easily censored and 
regulated at a national level. While global use of the internet car-
ried promise for freedom of speech and has been key to promoting 

ate cohesion in Chinese industry and academia working with and in support of military objectives 
so that the entire system can be effectively mobilized to support the military in the future and 
to drive technological innovation and economic growth. Greg Levesque, written testimony for the 
U.S.-China Economic and Security Review Commission, Hearing on What Keeps Xi Up at Night: 
Beijing’s Internal and External Challenges, February 7, 2019, 10–16.

* Mixed-ownership reform has attempted to improve the efficiency of China’s state sector by 
inviting private capital and managerial expertise into nonstrategic sectors, such as hotel chains 
and other services, while allowing China’s government to concentrate on managing the operations 
of a smaller number of state-owned enterprises in critical sectors of strategic importance, such 
as energy, telecommunications, and technologies prioritized under industrial policy initiatives. 
In practice, the program has tilted much more heavily toward increased state investment in the 
nonstate sector rather than vice versa. For more on the state’s increased ownership of nonstate 
firms, see U.S.-China Economic and Security Review Commission, Chapter 2, Section 3, “The Chi-
nese Government’s Evolving Control of the Nonstate Sector,”” in 2021 Annual Report to Congress, 
November 2021, 222–224.

† For more on the state’s increased ownership of nonstate firms, see U.S.-China Economic and 
Security Review Commission, Chapter 2, Section 4, “U.S.-China Financial Connectivity and Risks 
to U.S. National Security,” in 2021 Annual Report to Congress, November 2021, 241–286.

The CCP Exercises Extensive Control over Nonstate 
Firms—Continued
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free access to information on a global scale, under China’s cyber 
sovereignty model, data and networks would constitute sovereign 
territory within individual countries’ jurisdictions to be governed 
according to local laws.133 The model is directly in contrast to the 
free and open multistakeholder platform championed by the United 
States and other democracies. In effect, China’s Cyberspace Admin-
istration has moved to narrow the internet’s use, invoking the logic 
of nationally bounded cyberspace to justify limiting the exercise of 
free speech and personal privacy in China and promoting repressive 
internet governance on a global scale.134

Within the UN and its standards-setting agency, the International 
Telecommunications Union (ITU), China has tried to promote its 
overarching vision of centrally controlled, nationally bounded inter-
net. In 2015, China attempted to have the UN adopt cyber sover-
eignty in a series of documents defining global internet policies and 
frameworks, aligning with Russia, Cuba, and a group of 134 devel-
oping countries.135 It ultimately dropped the proposed language ow-
ing to strong resistance from developed countries led by the United 
States, but the final documents approved by the UN General Assem-
bly include phrasing that allows for a greater role for state man-
agement of the internet.136 Leaked documents from the ITU study 
group meetings in 2019 indicate China is pushing for adoption of 
standards for facial recognition technology that would facilitate Chi-
nese-style surveillance norms.137 Because standards set by the ITU 
are more influential among developing countries, dissemination of 
standards promoting techno-authoritarianism may pave the way for 
China to align more countries behind its initiatives in the UN and 
other international organizations.138

China Seeks to Ensure Maximum Flexibility in International 
Space Law

The emerging global space law regime is another area of “fron-
tier law” where China seeks to ensure the alignment of developing 
international law to its own interests. In contrast to its efforts to 
revise global cyber governance norms, China views the current in-
ternational architecture that governs space as favorable to its inter-
ests (see Appendix II: International Space Law Frameworks). It has 
made few efforts toward building space law to a level commensurate 
with the global space industry’s expansion in recent years and has 
refrained from endorsing efforts to establish norms for responsible 
behavior in space.139 China is wary of proposed changes to the or-
der that it believes would constrain its future actions in space, par-
ticularly U.S.-sponsored changes like the voluntary moratorium on 
destructive antisatellite testing in space.140

China has countered the influence of the United States and its 
allies in space legislation within the UN, proposing resolutions that 
would restrict U.S. actions in space while resisting U.S. and allied 
initiatives to develop norms of responsible behaviors in space.141 
One such example is the 2008 draft presented to the UN by China 
and Russia titled the Treaty on the Prevention of the Placement of 
Weapons in Outer Space, the Threat or Use of Force against Out-
er Space Objects (PPWT).142 In testimony before the Commission, 
Brian Weeden, director of program planning at the Secure World 



197

Foundation, notes that the PPWT sought to define “space weapons” 
and to prohibit their deployment into outer space but was silent on 
the development, testing, and deployment of ground-based antisatel-
lite weapons.143 Dr. Weeden states that “most outside experts assess 
the PPWT as an attempt to limit a potential future U.S. space-based 
missile defense program, which China and Russia believe would un-
dermine their nuclear deterrent.” 144 Despite both China and Russia 
advocating for a UN resolution to prevent the militarization of space, 
the U.S. Defense Intelligence Agency has reported that both coun-
tries continue to develop and test space and counterspace weapons 
systems.145 In 2021, the United States proposed a resolution that 
centered around a ban on destructive antisatellite weapons testing 
that would generate space debris, endangering other nations’ sat-
ellites.146 China opposed the resolution, countering that a binding 
arms control agreement was needed first.147

The current absence of defined “rules of the road” in space en-
ables Chinese activities, such as its lack of concern over falling 
space debris, irresponsible communications practices, and continued 
destructive antisatellite weapons testing. China appears to apply an 
extremely lax interpretation of the “due regard” * clause of the 1967 
Outer Space Treaty, given that there is no set definition of what 
constitutes “due regard.” 148 Under the Outer Space Treaty, all na-
tions are bound by a duty to consult with others prior to conducting 
activities that might “cause potentially harmful interference” with 
other state parties’ peaceful use of space.149 The People’s Liberation 
Army (PLA) and affiliated institutions are reportedly engaged in 
the development and testing of kinetic kill missiles, ground-based 
lasers, and orbiting space robots in addition to hypersonic and frac-
tional orbital bombardment systems that that would utilize low-
earth orbit as an attack vector.150 China’s resistance to establishing 
norms in space allows irresponsible actions to continue; the PLA’s 
2007 live-fire antisatellite weapons test generated over 900 debris 
fragments that remain a danger to space actors and will need to be 
avoided for decades to come.151 In 2021, just hours before the U.S. 
National Aeronautics and Space Administration (NASA) was set to 
launch a crewed mission to the International Space Station (ISS), 
the ISS was forced to maneuver to avoid being struck by a piece of 
debris from China’s 2007 test.152 A PRC rocket launch in October 
of 2022 that resulted in the uncontrolled reentry of a 23-ton rocket 
booster was criticized by the heads of both NASA and the European 
Space Agency, with NASA chief Bill Nelson characterizing it as an 
unnecessary risk and stating that the PRC did not share trajectory 
information needed to predict landing zones.153 A recently brokered 
deal between Hong Kong Aerospace Technology Group, a Chinese 
company, and the government of Djibouti to build a rocket launch 
facility may represent an attempt by the PRC to circumvent the 
obligations imposed on it by the Outer Space Treaty by establishing 
a space launch site in a country that is not party to the treaty.154 
Such a site may be used as a platform to present the PRC’s alterna-

* Codified in article IX of the 1967 Outer Space Treaty (OST), the due regard principle obligates 
states to conduct all their space activities “with due regard to the corresponding interests of other 
all other States Parties to the Treaty.” If a state fails to consult with others prior to potentially 
harmful actions, it must abide by the principle of “due regard.”
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for federal cases. Additionally, while China’s government can ex-
ploit the openness of the U.S. court system to advance political 
objectives, it is shielded from lawsuits by the Foreign Sovereign 
Immunities Act and act of state doctrine.* Lawyers representing 
the CCP or its proxies in these meritless cases may be violating 
American Bar Association rules.†

Suits seeking to pressure fugitives to return to China are part 
of Operation Fox Hunt ‡ and a similar program called Sky Net 
launched in 2015, both repatriation operations that claim to tar-
get overseas “corrupt officials.” § The return to China of Xiao Ji-
anming, the former chairman of the state-owned mining company 
Yunnan Tin Co., demonstrates a CCP success in employing such 
tactics. Mr. Xiao had fled to the United States in 2012 and was 
sued in 2019 by a U.S. subsidiary of Yunnan Tin (Yuntinic) in 
California for allegedly diverting company funds from 2002 to 
2006.210 One month after the suit was filed, Mr. Xiao returned 
to China and Yuntinic’s lawyer withdrew the suit.211 The CCP’s 
Discipline Inspection Commission reportedly hailed the lawsuit, 
saying it caused “tremendous pressure on [Mr. Xiao] and became 
an important factor that prompted him to make up his mind to 
return to China.” 212 While some of the targets of this campaign 
appear to be financial criminals, these operations are also known 
to target dissidents within Chinese diaspora communities that 
have not been accused of corruption, such as Wang Zaigang, who 
was seemingly targeted under Fox Hunt for participating in a 
Seattle protest against Xi Jinping in 2015.¶ 213

such statutes. Austin Vining and Sarah Matthews, “Overview of Anti-SLAPP Laws,” Reporters 
Committee for Freedom of the Press.

* The court-created act of state doctrine instructs that U.S. courts cannot judge the validity of 
foreign sovereign acts performed in the foreign country’s territory, even if authoritarian acts—like 
expropriation, political persecution, and torture—violate U.S. law and public policy. Citation of 
the act of state doctrine barred Chinese dissidents’ action against a computer hardware provider 
that allegedly supported China’s nationwide surveillance program. In 2014, the Federal District 
Court in Maryland dismissed Du Daobin v. Cisco Systems, a case brought by Chinese dissidents 
alleging that U.S. company Cisco knowingly customized, marketed, sold, and provided continued 
support and service for technologies as part of China’s Golden Shield, a digital censorship and 
surveillance system used by the Chinese government to facilitate human rights abuses. Cindy 
Cohn and Rainey Reitman, “Maryland Court Dismisses Landmark Case That Sought to Hold Cis-
co Responsible for Violating Human Rights,” Electronic Frontier Foundation, February 27, 2014.

† The American Bar Association’s Model Rules of Professional Conduct prohibit lawyers from 
bringing meritless legal actions. The suits brought by the CCP and its proxies are often framed 
as legitimate business disputes when brought to U.S. courts. American Bar Association, “Model 
Rules of Professional Conduct,” Rule 3.1.

‡ Launched in 2014, Operation Fox Hunt is a Chinese government initiative professed to repa-
triate allegedly corrupt Chinese officials so they could be prosecuted for their crimes in China. 
The Chinese government has used a variety of means to bring those officials back, including 
offering lighter sentences to encourage voluntary repatriation and working with foreign govern-
ments (including the United States) to extradite suspects. However, Beijing has also resorted to 
pressuring its targets by threatening their family members in China or even allegedly kidnap-
ping wanted fugitives, including political dissidents.

§ The ability of many CCP officials to flee abroad is assisted by the prevalence of the “naked of-
ficial” (裸体官员)—a Party or government official whose immediate family members live overseas 
as permanent residents or have already become foreign nationals.

¶ The United States has established procedures for working with foreign law enforcement agen-
cies and has previously cooperated with Chinese authorities on prosecuting and repatriating 
Chinese nationals accused of financial crimes. However, many of the charges brought against 
individuals pursued under Operation Fox Hunt are unlikely to hold up to scrutiny by the U.S. 
justice system. Former Assistant Attorney General John Demers explains that “some of these 
people didn’t do what they are charged with having done. And we also know that the Chinese 
government has used the anticorruption campaign more broadly within the country with a polit-
ical purpose.” Aruna Viswanatha and Kate O’Keefe, “China’s New Tool to Chase Down Fugitives: 
American Courts,” Wall Street Journal, July 29, 2020.



204

Rule by Law Distorts U.S. Judicial Doctrine and 
Processes

Increased economic and social engagement has brought Chi-
na’s legal system into more frequent contact with the U.S. legal 
system, requiring U.S. courts to construe Chinese law in a vari-
ety of settings, from contract and intellectual property disputes 
to family relations. Likewise, U.S. courts are increasingly con-
fronted with cases requiring them to assess the Chinese system 
itself, often by evaluating the adequacy of the process afforded 
in Chinese courts or the specific remedies provided by Chinese 
law. These evaluations are central to the application of numer-
ous doctrines of international law, especially those that extend 
a measure of deference to other judicial systems regarding the 
meaning of their own laws and matters occurring with their own 
jurisdictions.

These doctrines, including choice of law rules, the doctrine of 
forum non conveniens, and principles of judicial comity, are well 
established in international and U.S. legal traditions—and for 
good reason, as the United States expects other judicial systems 
to afford comparable deference when dealing with questions of 
U.S. law and adjudicating cases involving U.S. disputants.

However, the application of these doctrines and others are 
premised on certain assumptions about the parallels between 
the U.S. legal system and other legal systems, assumptions 
that often do not hold in cases involving illiberal judicial sys-
tems like China’s. The challenge is not simply that there are 
differences between the U.S. legal system and China’s, as there 
are differences between every legal system. The gulf is more 
fundamental, as China’s authoritarian system lacks institu-
tional cornerstones that independent judicial systems share. 
Authoritarian regimes like China want the superficial benefits 
of a modern legal system without actually empowering an in-
dependent judiciary that could hear challenges to the CCP’s 
core interests.214 To those ends, China departs from notions of 
the “rule of law” in fundamental ways, namely through written 
“laws” that do not bind, hidden norms that do, and courts that 
bend to political interests.* 215

These departures from the rule of law often can result in 
distortions in those cases where the U.S. and China’s legal sys-
tems meet. Indeed, these differences are so profound, and yet so 
opaque, that U.S. courts may lack sufficient familiarity to fully 
assess China’s legal system or judiciary in determining wheth-
er application of certain deferential doctrines is warranted or 
whether the recognition of China’s judicial decisions is appro-
priate. As Georgetown Law Professor Mark Jia noted, “A regime 
that uses law selectively at home is probably more likely to do 
so in litigation abroad,” which creates challenges for U.S. courts 
in evaluating Chinese law, assessing Chinese government-prof-

* Although the Chinese constitution explicitly protects the right to free expression, the constitu-
tion itself is not directly enforceable, and other laws and regulations that clearly violate the text 
of the constitution are not subject to judicial scrutiny. For instance, China’s Cybersecurity Law 
requires companies to censor “prohibited” information and restrict online anonymity.



205

fered interpretations of its own laws, weighing the procedural 
protections afforded political lawsuits filed or supported by the 
CCP, and grappling with multi-jurisdictional intellectual property 
disputes.216

Implications for the United States
China’s far-reaching ambitions in applying its own laws as an in-

strument of statecraft and bending international law to its will pose 
fundamental challenges to the United States and the international 
system. Critically, the lack of consequences for China’s rejection of 
international law—and its exploitation of the U.S. court system—
constitute a significant, long-term threat to both. The United States 
and other countries committed to the fair administration of justice 
lack defensive measures to counter China’s systematic erosion of 
the rule of law in international commerce and affairs. While the 
United States can respond to this challenge domestically, China’s 
continued abrogation of international rules and norms—committed 
with impunity—undermines confidence in and the effectiveness of 
international organizations and treaties.

The CCP views law as a tool to further the development goals 
of the Party-state without constraining the actions of the political 
elite. This vision of rule by law represents a clash of systems with 
the impartial, well-reasoned application of law to all citizens and 
institutions embodied in the democratic concept of rule of law. The 
most essential element in this clash may be in words and concepts 
themselves: many of the terms upon which China’s legal system is 
constructed, including ideas it is attempting to export to other coun-
tries, appear to be derived from common law or civil law systems 
in developed democracies. In practice, however, these concepts are 
distorted and politicized far beyond their original application. In the 
United States, courts are part of an independent branch of govern-
ment and serve as a neutral arbiter between two disputants viewed 
equally before the law. When acting to advance a strategy of helping 
national champions avoid penalties for infringing on other countries’ 
IP, courts become exponents of China’s industrial policy. The chal-
lenge is compounded if courts in other jurisdictions fail to recognize 
the political nature of China’s courts and treat their judgments as 
having been rendered by peer institutions.

Within its own legal system, China’s rapid expansion of extrater-
ritorial provisions and countermeasures against foreign sanctions 
creates new uncertainty for foreign business operating in the coun-
try and could influence their actions in other jurisdictions. Laws 
like China’s Anti-Foreign Sanctions Law and Foreign Relations Law 
establish processes for China to penalize foreign firms for complying 
with laws and regulations of other countries that it deems discrimi-
natory. A history of abrupt, politically driven enforcement campaigns, 
poor due process protections, and making examples of foreign firms 
deepens this uncertainty. Should China employ countermeasures for 
the full breadth of potential offenses under its expansive definition 

Rule by Law Distorts U.S. Judicial Doctrine and 
Processes—Continued
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of national security, foreign governments and U.S. and foreign firms 
may increase self-censorship to avoid being targeted.

Globally, the CCP seeks to promote its authoritarian legal system 
as a viable and even preferable alternative to rule of law. China’s 
initial successes coupling exports of surveillance technology equip-
ment with capacity-building measures to encourage other countries 
to adopt elements of its cyber governance regime show its efforts 
have a receptive audience among authoritarian and authoritar-
ian-leaning regimes. Aside from facilitating the spread of rule by 
law systems akin to its own, China’s attempts to shape interna-
tional law will gain more impact as it is able to form coalitions of 
like-minded authoritarian states and challenge initiatives from the 
United States and its democratic allies and partners.
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Appendix I: Extraterritorial Provisions and 
Countermeasures in Chinese Laws

Table 1: Select Chinese Laws with Extraterritorial Provisions

Title and Date Extraterritorial Provisions

Data Security Law 
(2021)

Article 2 indicates the law applies to data process-
ing activities outside China that harm “national 
security, public interests, or the lawful rights and in-
terests of individuals or organizations of the People’s 
Republic of China.”

Personal Information 
Protection Law (2021)

Article 3 of the law states that it applies to all 
entities that handle the personal information of in-
dividuals within China’s borders. Article 40 contains 
a data localization provision mandating that data 
containing personal information gathered within 
China be stored in China. Article 42 establishes a 
blacklist and other punitive measures for foreign 
companies that violate the law (potentially includ-
ing those outside China), potentially limiting or 
altogether banning their ability to access Chinese 
personal data. Article 43 establishes retaliatory 
measures against countries that adopt discriminato-
ry measures against China. Article 53 requires any 
“personal information processor” outside of China to 
establish a dedicated entity or appoint a represen-
tative within China to be responsible for relevant 
matters of personal information protection.

Hong Kong National 
Security Law (2020)

Article 38 extends the jurisdiction of the law to indi-
viduals who are not residents of Hong Kong and ap-
plies to broadly defined “offenses” conducted outside 
of Hong Kong, including “secession,” “subversion,” 
“terrorism,” and “collusion with foreign forces.”

Antiterrorism Law 
(2015, amended 2018)

Article 11 asserts that the PRC exercises jurisdic-
tion over terrorist activity committed against the 
government, citizens, or organizations of the PRC 
located outside China’s territory. Article 71 of the 
law authorizes counterterrorism operations outside 
China’s borders.

Cyber Security Law 
(2017)

Article 75 provides an extraterritorial application 
of the law stipulating that any foreign entities 
that hack or interfere with any critical information 
infrastructure causing “serious consequences” will 
incur legal liability. Article 75 authorizes the Public 
Security Bureau to impose sanctions, freeze assets, 
or “take other necessary punitive measures” against 
entities in breach of the law.

Antimonopoly Law 
(2007)

Article 2 extends the applicability of the law to “mo-
nopolistic conducts” outside of China that may have 
the effect of eliminating or restricting competition in 
China’s domestic market.



208

Table 1: Select Chinese Laws with Extraterritorial Provisions—
Continued

Title and Date Extraterritorial Provisions

Chinese Criminal Law 
(1979, amended 2021)

Article 7 applies this law to citizens of the PRC 
outside China’s territory. Article 8 states that this 
law may be applied to foreigners outside China’s 
territory if the crime committed carries a minimum 
three-year imprisonment term in China unless the 
conduct was legal where the crime was committed. 
Article 10 states that breaches of the law committed 
outside China’s territory may still be investigated, 
and in some cases punished, even if the offender 
had already been tried outside China.

Source: Various.217

Table 2: Chinese Laws and Regulations Establishing Reciprocal Measures 
against Economic Restrictions

Title and Date Countermeasures Established

Foreign Trade Law
(1994, amended 2016)

Article 7 in the 2016 revision allows for countermea-
sures to be adopted by China in response to discrim-
inatory, prohibitive, or restrictive measures taken by 
another country with respect to trade.

Foreign Investment 
Law (2020)

While meant to improve the environment for foreign 
investment and business, article 40 of the law 
allows reciprocal measures against restrictions on or 
perceived discrimination against Chinese investors 
abroad. Ambiguous language awards regulators 
broad discretionary powers in granting (or blocking) 
market access.

Unreliable Entity List 
(2020)

The Unreliable Entity List aims to impose costs on 
foreign companies that restrict market transactions 
with Chinese firms, organizations, or individuals 
to comply with foreign sanctions and blacklists. It 
creates a working mechanism to designate foreign 
entities and take punitive measures against them.

Export Control Law
(2020)

The law unifies China’s previously fragmented 
export control regime into a single, comprehensive 
framework. It applies to dual-use, military, and 
nuclear items as well as to other goods, technologies, 
and services related to national security. The law 
provides a basis for export controls to protect the 
PRC’s “national security and interests.” Article 48 
also allows for reciprocal measures to be taken in 
response to foreign governments’ export controls.

Rules on Counteracting 
Unjustified Extra-Ter-
ritorial Application of 
Foreign Legislation and 
Other Measures
(2021)

The rules are designed to deter what the Chinese 
government perceives as unjustified extraterritorial 
application of foreign law, such as secondary sanc-
tions. The rules establish a working mechanism to 
investigate extraterritorial measures, which may re-
sult in a prohibition to comply with said measures.
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Table 2: Chinese Laws and Regulations Establishing Reciprocal 
Measures against Economic Restrictions—Continued

Title and Date Countermeasures Established

Data Security Law
(2021)

The law enhances state authority over the collec-
tion, use, and protection of data in China. Article 
26 allows for “equal countermeasures” to be taken 
when a foreign country enacts any measure deemed 
“discriminatory” or “restrictive” with respect to 
investment or trade related to data or technology for 
data development and utilization.

Anti-Foreign Sanctions 
Law
(2021)

The law officially intends to provide a legal frame-
work for countersanctions and other measures 
against foreign countries that impose sanctions on 
China. In practice, the law acts as a blocking stat-
ute, a retaliatory regime, and proactive sanctions 
legislation rolled into one.

Draft Personal Informa-
tion Protection Law
(2021)

Article 43 of the law contains clear retaliatory pro-
visions. It allows for countermeasures to be taken if 
the PRC deems any “country or region” to have tak-
en discriminatory prohibitions, limitations, or other 
measures against the PRC in the area of personal 
information protection.

Foreign Relations Law
(2023)

The law outlines the PRC’s official foreign policy 
framework and goals and delegates the foreign 
affairs authority of various Party-state organs. Arti-
cles 32 and 37 lay out the PRC’s intent to strength-
en capacity for “protecting overseas interests,” while 
Chapter III codifies the PRC’s ambitions to “pre-
serve” and “reform” the international order.218

Source: Adapted from Katja Drinhausen and Helena Legarda, “China’s Anti-Foreign Sanctions 
Law: A Warning to the World,” Mercator Institute for China Studies, June 24, 2021; China Law 
Translate, “Foreign Relations Law (2023),” June 28, 2023.
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Appendix II: International Space Law 
Frameworks

In addition to each country’s national space legislation, a state’s 
space activities are governed by various UN resolutions that went 
into force in the decade following the passage of the 1967 Outer 
Space Treaty. Unlike countries such as Japan or the UK,* China 
lacks an overarching, comprehensive domestic space law that delin-
eates the rights and responsibilities of its institutions in space.219 
This is likely due to the lack of need for such a law, given that there 
are comparatively few actors in the Chinese space industry.220 Due 
to the absence of such a law, the legal framework for Chinese space 
activity falls to the international space conventions that China is a 
party to through the UN.221 China is a signatory to the four most 
widely adopted treaties governing actions in space, detailed below.

Space Governance Architecture

	• Space governance architecture consists of agreements be-
tween nations concerning exploration, sovereignty claims, 
the placement of weapons of mass destruction, and state su-
pervision of their space entities.222 Space law has evolved 
as a piecemeal series of treaties, primarily through two UN 
agencies: the UN Office of Outer Space Affairs (UNOOSA) 
and the UN Committee on the Peaceful Uses of Outer Space 
(COPUOS).

	• The 1967 Outer Space Treaty bans the stationing of weap-
ons of mass destruction in outer space, prohibits military ac-
tivities on celestial bodies, and details legally binding rules 
governing the peaceful exploration and use of space.223

	• The 1968 Rescue Agreement provides that countries shall 
take all possible steps to rescue and assist astronauts in dis-
tress and promptly return them to their launching country 
and that countries shall aid launching countries in recover-
ing space objects that return to earth outside the territory of 
the country from which they were launched.224

	• The 1972 Liability Convention provides that a country 
shall be liable to pay compensation for damage caused by its 
space objects to the surface of the earth or to aircraft and 
liable for damage due to its faults in space.225

	• The 1976 Registration Convention requires countries to 
furnish the UN with specific details about each launched 
space object.226

A fifth treaty, the Moon Treaty, was entered into force in 1984 
but has seen limited support, with only 18 nations party to the 
agreement. Major space-capable nations, such as the United 
States, Russia, and China, are not party to the agreement, which 
would have provided for an international regime responsible for 

* For a full list of nations’ domestic space laws and regulations, see the United Nations Office 
for Outer Space Affairs’ list of National Space Laws.
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Space Governance Architecture—Continued
exploitation of resources on the Moon and other celestial bod-
ies.227

The Rescue Agreement, Liability Convention, and Registration 
Convention all act to elaborate on provisions of the Outer Space 
Treaty.228

The current legal regime that governs space does very little to 
constrain nations’ actions apart from direct, kinetic interference 
with their space vehicles and a prohibition on the placement of 
weapons of mass destruction.229 Current space law also falls short 
of addressing issues such as those posed by falling space debris or 
resource extraction from celestial bodies.230 Current international 
law in space does not impose any meaningful restrictions on Chi-
na’s or other nations’ actions in space, especially when compared 
to other areas of international law, such as maritime activities.231
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