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STANDING & THESIS

PRC information operations, cognitive warfare
& undersea - cable security

Tokyo -based | field work across JP / TW / PH

A Hongkonger — | have watched a

e -- common-law order hollowed out in real
time.

“"‘EF The PRC contests information, law, and infrastructure as a single
: Integrated campaign — and the rule of law is simultaneously the target

and the most underused instrument of response.

Not a forecast — a case study.



THE INTEGRATED CAMPAIGN

Three layers, one objective

COGNITIVE

Shaping perception & decision (IO / cognitive  -domain operations)

LEGAL-GOVERNANCE

Rewriting the rules from the inside (digital authoritarianism, lawfare)

PHYSICAL

The bearers: cables, spectrum/PNT, satellites (seabed to space)

One campaign sequenced to stay sub -threshold and impose strategic effect without armed attack.



WHAT'S ACTUALLY NEW (MID-2026)

The Doctrinal Shift

PLA Intelligentized Warfare

Informationized to intelligentized (  %5881t) — Allautonomy moving into the core of operations

Cognitive Precision Strike (2026)

Targeting specific decision-makers &cohorts, not mass audiences — precision, not volume

NATO Response & New MoE

Fight for cognitive superiority - MoE: durable change in threat perception, cohesion, will to fight

Informationized (1990s) — Informatized — Intelligentized (2020s) — Cognitive precision strike (2026)

Sources: T2COM OE - NATO ACT - INSS-NDU



FRAMEWORKS TO THINK AND LITIGATE WITH

Operational vocabulary that makes coercion legible

| PLA Three Warfares NATO Cognitive Warfare
T gy - O3B - 7&K — 10 engineered to Degrade adversary - improve own cognition -
- manufacture a legal claim build resilience — targets the OODA loop

|
S .
DISARM + ABCDE Three Structural Shifts
I Kill chain (Plan-Prepare-Execute-Assess) + Target — cognitive systems - Battlespace —
attribution grammar that turns trolls into continuous &sub-threshold - MoE — behavioral
|
g evidence durability

Attribution frameworks = the bridge from narrative to legal cost
Sources: DISARM/MITRE - EEAS - NATO



Information & Cognitive Operations

Where the campaign is being industrialized first



The Supply-Side Trend
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GolLaxy + Agentic Systems
Productized influence: social data ingestion, network mapping, Al narrative generation & A/B -tuning at

scale — off -the-shelf capability
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OpenAl Disclosure (Jun 2026)

China-linked ChatGPT clusters manufacturing US -audience content. ChatGPT -run US campaigns,
localised into Japanese & Traditional Chinese for Taiwan; code auto - posted across platforms, adversary

tradecraft through our own models
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Strategic Consequence

Attribution windows shrink to machine speed. Volume & personalization decouple from operator

headcount. Human -in-the-loop shrinking




TAIWAN: THE LIVE TESTBED

Frontier Tactics

~60%

surge in inauthentic accounts (NSB)

CCP-linked clusters across local platforms

Tactic maturation

LEHE (laundering through domestic voices)
Institutional impersonation

Synthetic "experts"

Vs

Dec 2025: Al-fabricated "Dr. Chen Zhiming"

Impersonating top hospitals — officials forced to debunk

. aperson who never existed

Effect sought: epistemic exhaustion: collapse confidence in any source, degrade societal

sensemaking before a contingency

Sources: Taiwan NSB - IORG - Reuters



JAPAN: 10 FUSED WITH ECONOMIC & LEGAL COERCION

Synchronized Coercion

W . 330+ Bot Network (7 Nov 2025)

Post- Takaichi Taiwan remark: coordinated network seeding 'new militarism' frame for domestic
Japanese fracture

Synchronized Multi-Domain Coercion

Narrative + seafood ban + rare -earth curbs + travel advisory firing as one instrument — not separate

policies

Legal Warfare: UN 'Enemy State Clause'

PRC invoked Art. 53/107 to imply right to use force; Japan rebutted via 1995 obsolescence resolution
China itself backed

Narrative engineered for domestic Japanese fracture, not just external messaging

Reach extends to Japanese nationals — the Yaita attack (Jul 2026): a Japanese -born commentator
struck on Taiwan soil.

Sources: FDD - The Diplomat - Kyodo



" Reuters = | signin

China says it rejects Philippine 'baselines' around Scarborough
: : Shoal
Narrative Inversion

Aa
July 31 25 PM GMT+8 - Updated July 31, 2026 W .<:

BEIJING, July 31 (Reuters) - China's foreign ministry on Friday said it firmly opposed and would never accept the Philippines'
establishment of "baselines" around rborough Shoal in the South China Sea, calling the move "illegal and invalid" and a serious

violation of China's territorial sovereignty.

Scarborough Shoal, known in China as Huangyan Dao and in the Philippines as Bajo de Masinloc, is claimed by both countries.
Make sense of global markets with the Trading Day newsletter. Sign up here.

AFP: decisive fight moved to information environment alongside WPS standoff
Manila earlier this week deposited its official nautical chart of Scarborough Shoal with the United Mations, a move it said reinforces

the legal certainty of its maritime entitlements under international law.

The chart depicts the normal baselines of Scarborough and the outer limits of its 12-nautical-mile territorial sea and 24-nautical-
mile contiguous zone under the United Nations Convention on the Law of the Sea (UNCLOS), the Philippine department of foreign

affairs said in a statement % on Friday.

Recast 2016 award holder as aggressor, FON as provocation, salami  -slicing as lawful enforcement

OPINION / EDITORIAL

Draw the sword! China will not allow

anyone to run amok at its doorstep: Global
Chinese UUV recovered off Palawan — seabed - mapping / ISR preparation . . .

Times editorial

By Global Times

Huangyan Dao, Jul —Aug 2026: Manila files UNCLOS baselines at the UN; Beijing declares a ‘nature

reserve’ to manufacture jurisdiction.

HUANGYAN DAO
IS MINE WITH THE
"BASELINES OF
THE TERRITORIAL
SEA™!




EAST OF TAIWAN: LAWFARE IN THE LEAD

June 2026 Read

P . e Trigger (28 May 2026)

o gh z : . . Japan - Philippines EEZ talks; Beijing declared ‘illegal, null and void' — asserted EEZ on premise Taiwan is
g i I ~ Chinese territory

The Move (Jun 1-7+)

CG patrols > multi -agency 'law enforcement' > radio  -interrogating foreign merchant vessels  — first time
in this theatre

The Progression
. SCS ‘cabbage’' (2012) > Yellow Sea buoys (2018) > East of Taiwan (2026) — same salami -slicing, new

waters

The Seam

Taiwan sidelined from talks — the exact First -Island - Chain fracture the 10 prong widens

Manufacturing jurisdiction Beijing does not hold,

i .- normalizing the claim before contestation
Same playbook, two theaters — UNCLOS vs. domestic law used as competing sovereignty instruments.

Sources: Oxford Analytica (my brief) - Mainichi - PhilStar - Japan Forward



PATTERN RECOGNITION

One Playbook, Four Fronts

IO Vector

Legal Tool

Physical Act

Integration

Seam Exploited

Content farms,
deepfakes,
election flooding

ASL + ‘guidelines’
for unification

Median -line
erasure,
balloon/drone ISR

Simultaneous:
narrative primes
Kinetic options

Cross-strait
ambiguity

Same doctrine, adapted to local legaland geographic seams — the playbook is modular, not improvised

Okinawa base
resentment,
history narratives

Rare- earth
coercion,
processing curbs

Radar lock -ons,
CG intrusions,
buoy placement

Coercion + 10
weaken alliance
cohesion

US-Japan alliance
burden-sharing

Maritime
disinformation,
domestic wedge ops

Huangyan Dao —

Nine-dash line
vs UNCLOS,
coast guard law

Water cannon,
laser, blocking
at Second Thomas

Lawfare + grey -zone
normalize
presence

ASEAN consensus
paralysis

EEZ legal
narrative,
sovereignty framing

'Null & void'
declaration,
domestic law assertion

CG patrols,
radio interrogation
of merchant vessels

Legal claim —
enforcement —

narrative lock

Taiwan excluded
from multilateral



Digital Authoritarianism & the Rule of Law

When legal form is retainéd andilegal substance is removed



HONG KONG

Watching a Legal Order
Hollowed Out

Common-Law Order — Repurposed
Independent courts, free press, right to assemble — not abolished, but hollowed from within in ~5

years

NSL + Article 23 (2020-2024)

4 - '_ - Speech, assembly, journalism criminalized; NS cases heard without structural judicial independence

Civil Society Crushed
175+ trade unions deregistered; NGOs, professional bodies, newsrooms dissolved under safety

pretexts

Epistemic Cost

Official record rewritten, events erased, population self-censors — the chilling effect is the mechanism

"The hardest part isn't the law on the books — it's watching people learn to

police themselves."
Lam Wing - kee, Causeway Bay Books — abducted 2015, died free in Taipeli, 2 Jul 2026.




HONG KONG

Keep the Shell, Empty the Substance

The model is not crude repression — it is retaining legal form while removing legal substance. From the outside it still

photographs like a rule -of-law system, which is exactly what makes it hard to attribute and hard to deter.

34 overseas Hongkongers now under global bounties (HK$1M / HK$200K) — repression that follows you across
borders.
The lesson: the legal layer fails quietly — in years, not generations — and looks legitimate the whole way down. By the

time it is unmistakable, the choice is already gone.

"The courthouse still stands.

What left the building was the rule of law."



HK as Template: Security Framing as Control
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Once repression is infrastructure, it ships — next slide

HK CI Ordinance (1 Jan 2026)

Disclosure of data 'accessible in or from Hong Kong,' 6 -mo+ logging, PRC national -security standards folded in

alongside ISO/NIST — security framing as control architecture

The Template

Take repression, turn it into infrastructure = — productized, documented, updatable. The HK move is the model for

export

One CAS Ecosystem, Two Arms

Geedge (control of the pipe) + GoLaxy (control of the narrative) — both spun off from the Chinese Academy of

Sciences

The Frontier Turn

Al-synthesized predictive surveillance  — one profile per citizen, LLMs flagging dissent before it happens. 'The
trigger is no longer something the citizen did  — it's what the state believes they will do." GPU export controls are the

real choke point

Ethnic Unity Law (in force 1 Jul 2026)

Art. 63 makes ‘damaging ethnic unity’ abroad a legal offense — HK/Macau/Taiwan/overseas.
First test case — the Yaita attack: HK-passport operative, Japanese-Taiwanese target, on Taiwan soil.



THE EXPORT: DIGITAL AUTHORITARIANISM AS A TURNKEY PRODUCT

The Leak (Sep 2025)

~600 GB — largest on the Great Firewall to date. Exposed Geedge Networks coupled to MESA Lab under
CAS Institute of Information Engineering. Co -founder Fang Binxing pledged to ‘push Chinese solutions to the

world," naming OBOR states as priority

The Networked Twist

Shared cross -border blocklist — a circumvention node exposed in one country is blocked everywhere almost

instantly. Each client is both consumer and contributor to a PRC  -centred censorship -intelligence pool

The Paradigm

The 'private’ vendor is the point. Geedge-MESA (and earlier iSOON) give Beijing plausible deniability —

champion 'digital sovereignty' in ASEAN/SCO/UN while quietly retaining access. 'High-quality development’

= diplomatic cover for control

The prototype becomes the threat to everyone

The Stack (Remote PRC Control)

Tiangou Secure Gateway: DPI at national telecom chokepoints, scans/filters/blocks almost all traffic. Cyber
Narrator: analyst dashboard — query VPN users, push new block rules. AppSketch: lowers skill floor so local

staff run it while DPI core stays proprietary, updated remotely by Geedge

Deployed Along Digital Silk Road

Pakistan WMS 2.0 — centrally -managed 'national firewall' (since 2023) - Myanmar junta (city-level network

planning) - Ethiopia, Kazakhstan - Recruiting scoped for Malaysia, Bahrain, Algeria, India

The Rule-of-Law Hook

Importing the stack isn't procurement — it's adopting Beijing's definition of 'normal' internet governance. A
norms-and-standards contest in the same fora where sovereignty and UNCLOS are litigated. Lose it quietly

and the regional default hardens before anyone votes



Seabed to Space

The bearer layer and the convergence we should prepare for



Cables: The Legal Bright Spot in a Deniable Campaign

Engineered Deniability

7-8 suspected intentional breaks/yr = — flag - of - convenience hulls, AIS -off, anchor -drag. Baltic pattern
mirrored in the Pacific
Deniability by design — the ‘accident vs. sabotage’ fog around each cut.
‘ Hong Tai 58 Precedent
World's first criminal conviction for deliberate cable damage (2025) — proof the legal instrument bites
‘t 'ﬁﬁ with MDA + AIS forensics

Stakes & Response
US$55.6M/day for full cut - Chinese UUV off Palawan - 17  -nation initiative - PH CAO easing repair -vessel

aCCess

Japan’s cable-protection report (30 Jul 2026)
.ﬁ\ Flag- state gaps, flags -of-convenience, AlS blacklists, Baltic -Sentry

HR patrols.



CONVERGENCE

The Cognitive-Space Battlespace

@ - Fifth + Sixth Domain Convergence
. ' Cognitive warfare + space now framed as one converging battlespace. PNT/GNSS jamming/spoofing as
| 9 baseline in Taiwan contingency
‘, =

/%\ Electromagnetic Shield (Nov 2025 Study)

935-2,000 drone swarm could deny Starlink over Taiwan  -sized area. PLA counter -space targets
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SATCOM/ISR ground segments
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- 2 Sovereignty Gap: ITU Exclusion
> = — = Taiwan cannot file or coordinate spectrum  — a legal vulnerability in the space layer, not just technical
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Sources: London Dialogue - Air University - The Sixth Field - SCSP



RESPONSE FRAMEWORK

A Rule-of-Law Response Across All Three Layers

Physical Cognitive

: : o Attribut ia DISARM/ABCDE; pre -bunkin ietal resilien for
Prosecute sabotage (Hong Tai 58); resource MDA + AIS forensics; 17  -nation initiative; 1oLite & @xqposs vk Blis /ABCDE; pre  -bunking & societal resilience as force

: rotection
cable & PNT redundancy; Taiwan space -layer access protectio

Maritime Lawfare Legal-Governance

The cheapest durable counter is a joint, on  -the-record reading that the PRC is not a Defend due process & judicial independence as deterrence terrain; refuse to import the

coastal state east of Taiwan and holds no enforcement right there — plus surveillance stack — treat procurement as a norms decision; contest "digital

documentation of every incursion and crew guidance on "law enforcement” radio sovereignty" framing in ASEAN/SCO/UN fora and align standards with partners before

queries; hit the campaign at its weakest point, the law the regional default hardens

New instruments already forming — Japan’s cable framework; NDAA FY2027 cable-sabotage sanctions; Philippines’ UNCLOS filing.

Posture: close the threshold gap — attach legal & reputational cost to sub-threshold coercion. Legal diplomacy as deterrence.

Make the gray zone legible — impose cost



The contest from the seabed to space is, at its core,

a contest over the rule of law In between.

IO decides who is believed - digital authoritarianism decides which rules apply - control of cables, spectrum & orbit decides

who can transmit at all

The frameworks exist; the attribution tools exist; the legal precedents are starting to exist.

The missing variable is the will to impose cost early.

From Hong Kong | learned how fast a legal order can keep its facade and lose its substance.

The Indo-Pacific still has the choice — to defend the rules before they are rewritten.

Thank you — | welcome your questions.
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