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Force Protection Plan

Traveler(s):  (RANK) (NAME)

Destination(s)/Dates:

1.  Summary.

    a.  (Country) (make a separate sub-paragraph for each destination)

        (1) Terrorist Threat Level:  (LOW/MODERATE/SIGNIFICANT/HIGH)

        (2) Criminal Threat Level:  (NEGLIGIBLE/LOW/MEDIUM/HIGH/CRITICAL)

        (3) Force Protection Condition:  (NORMAL/ALPHA/BRAVO/CHARLIE/DELTA)

    b.  Buddy rule is/is not in effect.  (If required, state how this will be satisfied)

    c.  SECSTATE Public Announcements or Travel Warnings: (make a separate sub-paragraph for each destination if any or in effect)

    d.  CDR, USPACOM Travel Restrictions:  (Include the following information based upon whether CDR, USPACOM has implemented travel restrictions for the country(ies) scheduled for travel.  If there are not any travel restrictions for country(ies) of travel, state "None."  If there are travel restrictions are in effect, include the following information)

            (1) State what the restriction is

            (2) Indicate how the traveler(s) will comply with requirements of the restriction

            (3) State that the travel has been designated "mission-essential" by traveler(s) chain of command

            (4) State that prior to travel, permission will be obtained from HQ USPACOM/J02

    e.  AT/FP responsibility: (State whether CDR, USPACOM or Chief of Mission (COM) has FP responsibility, based on DoS/DoD MOAs)

2.  Transportation Plans.

    a.  Air: (e.g., Traveler will use commercial air.  Air carrier is a US flag carrier on the FAA approved list)

    b.  After arrival, from airport to work or billeting: (e.g., Traveler will be picked up

by ________ or use AAFES - contracted ground transportation)

    c.  Intra-area: (e.g., Traveler will utilize Individual Protective Measures identified in Attachment 2)

3.  Security (responsibility and measures).

    a.  Weapons: (e.g., state no weapons authorized or who will be armed.)

    b.  Workplace: (e.g., US Army MPs (if available), direct hire or contract security guards, and local police.)

    c.  Billeting:  (Include location/phone number)

4.  Medical.

    a.  (State whether/where comprehensive medical care/ambulance service is available, and phone numbers.)

    b.  Emergency medical support: Provide medical information to (Traveler).

5.  Communications.

    a.  Availability of telephones in-country:  (Public/other.  Include Country/City Code dialing information)

    b.  Contact numbers in-country:

        (1) American Embassy phone numbers

        (2) US military, police phone numbers

        (3) Local police, fire, etc. phone numbers

        (4) Contact numbers for use as alternate sources of obtaining threat information:

            (a) USPACOM JOC Director: 808-477-7227

            (b) JICPAC Watch Officer: 808-473-6365

6.  AMEMBASSY Locations.  (Include street address and other pertinent directions to locate nearest AMEMBASSY or Consulate)

7.  Emergency Action Plans.

    a.  Evacuation plans:  (Provide detailed information for traveler(s) to evacuate country in the event of an emergency.  Include telephone numbers and points of contact at American Embassy/Consulate to obtain guidance on evacuating country.  Also include telephone numbers necessary to change airline reservations if required.)

    b.  Upon identification of suspicious activity possibly endangering personnel, facilities, or residences, traveler(s) will notify hotel security and the local police.  Subsequent notification will be made to the American Embassy/Consulate and, if warranted, the USPACOM CDO at (808) 477-7227.

    c.  Safe Havens:  American Embassy/Consulate for all threats other than those to the embassy/consulate.  For threats to American Embassy/Consulate, traveler(s) will remain in their hotel unless otherwise instructed by American Embassy personnel.

8.  Specific Contingency Plans.

    a.  Terrorist attack on American Embassy:  cease activities; return to hotel room or any other available safe haven; assess situation; contact USPACOM JOC Director at (808) 477-7227 for guidance.

    b.  Terrorist attack against workplace:  cease activities; evacuate to American Embassy and contact USPACOM JOC Director at (808) 477-7227 for guidance.  Continue to assess situation, and plan to evacuate via commercial airlines.  Host nation security and law enforcement personnel increase security of workplace and embassy until situation is resolved, or depart country.

    c.  Mob violence or coup:  cease activities; remain at hotel until situation is resolved; coordinate with American Embassy and depart via commercial air.

    d.  In the event a terrorist attack occurs in country, new terrorist threat information is received, change in Threat Level or FPCON:  coordinate with American Embassy/USDR; assess situation; contact USPACOM CDO at (808) 477-7227 and parent unit, and either continue with enhanced American Embassy/host nation security, or cease activities and depart country via commercial air.

9.  Protective Measures.  Traveler(s) will comply with attachments 1 and 2 and the FPCON measures in USPACOMINST 3850.2K.

10.  Approval.  In accordance with USPACOMINST 3850.2K this FP Plan is approved.

(APPROVER’S NAME)

(RANK, BRANCH)


(Title, Section)

Attachments:

1. Preparation and Planning

2. Antiterrorism Individual Protective Measures

Force Protection Plan Attachment 1

Preparation and Planning

1.  AT training, intelligence and threat briefings

    a.  Travelers have completed Level I AT Awareness training in the past 12 months.

    b.  Travelers have received a threat briefing for the destination(s) in the past 3 months that included

information on:

        (1) Historical activity

        (2) Recent activity

        (3) Known groups

    c.  Traveler will wear civilian clothing while traveling.

    d.  Safety advisory: Traveler has been provided safety/security advisories, with emphasis on

hotel/street crime, fire safety, medical tips, water/food safety, and related topics.

    e.  Security advisory: Traveler has reviewed information on safety and security.

    f.  Crime advisory: Traveler will safeguard valuables and take advantage of any provided safes.

Traveler will remain alert and take the same precautions he would take in any major urban area.  Petty

criminals are most active in predominately tourist areas, airports, markets, restaurants, public

transportation and hotels.

2.  Emergency Action Plan:

    a.  Communications: Traveler has been provided with emergency telephone numbers.

    b.  Evacuation plans: No requirement to evacuate the country is anticipated; however, traveler will have

telephone numbers and points of contact to change airplane reservations if required.

    c.  Upon identification of suspicious activity possibly endangering personnel, facilities, or residences,

traveler will notify hotel security, local police, MP’s or MI as appropriate.  If warranted, subsequent

notification will be made to the USCINCPAC CDO at 808-477-7227.

    d.  Safe Havens: Traveler will proceed to nearby US Government facilities or remain in hotel unless

otherwise instructed.
3.  Specific contingency plans:

    a.  Terrorist attack on hotel:

        (1) Contact appropriate US Government security facility

        (2) Then evacuate to nearest US Government facility

    b.  Terrorist attack against workplace:

        (1) Follow instructions of visited workplace.

        (2) Assess situation, and plan to evacuate via commercial airlines.

    c.  Mob violence or civil disturbance:

        (1) Monitor situation

        (2) If off-duty, cease activities

        (3) Remain at hotel until situation is resolved

        (4) Coordinate with appropriate US Government facility and depart via commercial air if necessary.

    d.  New terrorist threat information, change in Threat Level or FPCON:

        (1) Coordinate with appropriate US Government security facility

        (2) Assess situation, contact home unit

        (3) Continue with enhanced security or cancel visit and depart via commercial air.

    e.  Natural disaster in AO:

        (1) Assess situation

        (2) Coordinate with visited workplace

        (3) Cancel meeting if appropriate

        (4) Contact home unit and depart via commercial air if appropriate.

        (5) If disaster is of such magnitude commercial air flights unavailable, coordinate with appropriate

US Government security facility to depart via other airports.

Force Protection Plan Attachment 2

Antiterrorism Individual Protective Measures

Vary

Routines

Schedules/times

Travel routes

Eating establishments

Shopping locations

Attire

Avoid

Crowded areas, demonstrations, public holiday festivals, known trouble spots

Excessive use of alcohol

Offensive, insulting, illegal, or unethical behavior

Know

How to use local telephone systems and have correct change

Where the US Embassy is (address and telephone number)

Where the nearest police and fire stations are

Where the nearest hospital is

Where friendly/allied foreign embassies/consulates are

Where safe havens are

Where your hotel/billeting site is in relation to everything else

Simple phrases in the predominant language of the country you’re visiting

Bomb Incidents

Be alert to suspicious objects found around workplace sites, hotel, airport, or transportation -

Unattended baggage

Unattended briefcases

Unattended boxes, crates, musical instrument cases

Unattended vehicles
If a suspected bomb is discovered, clear the area immediately

Notify local security, and your chain of command.


Recognize potential letter/package bombs by
Unusual odors

Excess postage

Specifically addressed to an individual or the entity’s senior officer/person

Bulges, bumps, or odd shapes

No return (or unrecognized) address

Protruding wires/strings

Poor spelling, punctuation, excessive markings (e.g., Eyes Only, Personal, Confidential)

If discovered, evacuate area, call security; DO NOT move or touch package

Travel Security

Airport terminals
Use “sanitized” (NO USG affiliation) or concealed bag tags

Minimize time in terminals; wait in sterile areas

Refuse to carry luggage for strangers; report requests to airport authorities

Watch other waiting passengers; be alert to nervous, suspicious characters

At hotels
Do not give room number to strangers

Request a room facing away from the street, between the 4th and 7th floors

Use curtains

Leave a light or TV on; give the appearance of occupancy; use “do not disturb” door sign

Answer telephone “hello”; be circumspect in your conversations

Domicile to duty

Use alternate parking places

Lock unattended vehicles

Look for tampering; fingerprints, grease marks, dirt smudges, or specifically cleaned areas

Alter routes and times

Plan escape routes as you drive

Be alert to following/approaching mopeds/cycles

Do not pick up hitchhikers

Drive with windows up and doors locked

Avoid chokepoints

Keep vehicle gas tank at least half full; maintain vehicle well
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