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HEADQUARTERS, U.S. PACIFIC COMMAND

CAMP H.M. SMITH HI 96861-4015

18 March 2008 (FRAGO 2, 05 Jan 2011)

APPENDIX 2 TO ANNEX C (OPERATIONS) TO USPACOM OPORD 5050-08 (U)

PREDEPLOYMENT REQUIREMENTS

1. (U) Situation.  Due to the changing nature of the terrorist threat in USPACOM AOR, Antiterrorism (AT) planning, training, and equipment requirements are critical to mission success.  Deploying units must consider AT an integral part of the mission, not an afterthought.  The requirements for exercises and operations are very similar although exercises usually have the luxury of a longer planning process.  Operations require the same type of planning, but the planning cycle is usually condensed into days or possibly hours. 

2. (U) Mission.  To provide definitive guidance regarding AT considerations for commands and units deploying forces within the USPACOM AOR and to mandate theater-specific AT requirements for all elements and personnel transiting the USPACOM AOR.

3. (U) Execution.
a. (U) Concept of Operations.  This Appendix provides guidance and establishes AT planning responsibilities for forces deploying to the USPACOM AOR to conduct operations, exercises or training.  The guidance is general in nature and designed so that units can adapt it to a particular deployment. 
(1) (U) Individual travel and unit pre-deployment requirements (deployed units, exercises, official travel, TDY / TAD / PCS, leave).

(a) (U) All DOD personnel must complete AT pre-deployment requirements prior to deploying or traveling to countries or areas within the USPACOM AOR that are not a part of the United States, its territories, or protectorates These exempted areas include  the U.S. Territories of Guam, American Samoa and Jarvis Island (Territories); the Commonwealth of Northern Mariana Islands (Commonwealths); the Freely Associated States under the Compacts of Free Association (Compact States) which include the Federated States of Micronesia (FSM), the Republic of the Marshall Islands (RMI) and the Republic of Palau (ROP); and Wake Island, Midway Islands, Johnston Island, Baker Island, Howland Island, Palmyra Atoll and Kingman Reef. These predeployment requirements are in addition to the requirement for Level I AT Awareness Training as detailed in APPENDIX 3 to this Annex, and the requirement that all units and ships have an AT plan in effect at all times and locations.  DOD civilians and family members must abide by USPACOM AT policies and procedures when working and/or traveling in an official capacity in the USPACOM AOR. DOD civilians and family members are highly encouraged to follow these policies and procedures for their own safety and security when not operating in an official capacity.

(b) (U) USPACOM travel restrictions are recommended but not mandatory for civilian employees or DOD family members when in an unofficial (e.g., leave) travel status.  For these personnel, a USPACOM travel restriction is limited to being a proactive action by the command to alert persons associated with DOD regarding unsafe areas.

(c) (U) Similarly, the USPACOM requirement for AT plans for travel to USPACOM travel restricted areas does not apply to unofficial (e.g., leave) travel for civilian employees or DOD family members. For these personnel, AT plans are still encouraged as a tool to reinforce practices that increase an individual’s security posture and awareness.

(d) (U) The following are summarized travel requirements.  Details, applicability, and approval authorities are detailed in Paragraph b. and c.

1 (U) AOR Location Specific Brief within 90-days of travel

2 (U) Level I AT Awareness Training within 12 months of travel

3 (U) SERE Level B / Code of Conduct Training within 24 Months of travel

4 (U) USFK Korea Required Training within 12 months of travel

5 (U) ISOPREP data into Personnel Recovery Mission Software (PRMS)
6 (U) Individual or Group AT Plan (for travel to USPACOM Travel Restricted Areas)

7 (U) Travel Clearance Request submitted /approved in APACS (as applicable)

8 (U) Input travel details into the on-line USPACOM Travel Tracker/Individual AT Plan (TT/IATP) Program. 

b. (U) All personnel will:

(1) (U) Determine the most current country threat levels (terrorist and criminal), Force Protection Conditions, SECSTATE Travel Alerts or Travel Warnings, and USPACOM Travel Restrictions.

(a) (U) This information is available on the SIPRNET at:

http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J34/J343/Country%20Requirements/Pages/default.aspx  

This information can also be obtained by referring to the USPACOM Monthly Antiterrorism Update on the USPACOM J34 SIPRNET portal: 

http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J34/J343/Key%20Information/Pages/default.aspx 

or by contacting USPACOM J34, (808) 477-4002/9919/5790.

(b) This information is available on the internet at: www.pacom.mil (select the “AT/FP” link).
(c) SECSTATE Travel Alerts, Travel Warnings and Consular Information Sheets are available at: http://travel.state.gov/travel
(2) (U) Consistent with the Foreign Clearance Manual (FCM)
, submit Country, Theater, and/or Special Area Travel Clearance Requests for travel to countries within the USPACOM AOR utilizing the Automated Personnel and Aircraft Clearance System (APACS)
.  The FCM should also be consulted for authorization requirements for all U.S. territories and protectorates to include Guam, the Northern Marianas, Wake Island, Midway Island. Clearance should be requested after the traveler’s AT plan has been approved at the required level, if traveling to a USPACOM travel restricted area.  Unless otherwise specified in the FCM, unit / group deployments should submit one consolidated theater and country travel clearance request. Unless otherwise specified in the FCM, ships conducting port visits approved by their Fleet or Numbered Fleet commanders do not require Theater Clearance for the crew or for the ship, even when the port is in a USPACOM travel restricted location. This exception does not include personnel joining or departing their ships while in a foreign port. Ensure the following information is provided in the Country and Theater Travel Clearance requests to the granting authority.  Include the following information even when not required by the FCM:

(a) (U) Country(ies) and area(s) to be visited.

(b) (U) Personnel traveling (list total number and names of each traveler with highest grade first).  (For unit deployments submission of individual names will be subject to determination by the SDO/Country Team.)

(c) (U) Dates of travel and itinerary.

(d) (U) Purpose of travel.

(e) (U) Organization(s) to be visited.

(f) (U) Certification that intelligence threat information was reviewed.

(g) (U) Certification that all travelers have completed required pre-deployment AT training.

(h) (U) Theater specific requirements as follows:

1 (U) Indicate whether the U.S. Chief of Mission (U.S. Ambassador) or CDRUSAPACOM will have security responsibility for the traveler(s).  If CDRUSPACOM, identify the military unit and USPACOM Component Command or DRU that will be in the TACON for FP chain of command.  The military unit may be a local (in country unit) or the traveler’s assigned unit. 

2 (U) Provide date(s) that traveler(s) completed Level I AT Awareness training.  Training must be within 12 months of the travel date).

3 (U) Provide a statement verifying that the traveler(s) has/have completed Survival Escape Resistance Evasion (SERE), Code of Conduct Level B training, and that Personnel Report (ISOPREP) data is stored in the Personnel Recovery Mission Software (PRMS).

4 (U) For travel to a USPACOM Travel Restricted area:

a (U) Include the rationale for exception to the USPACOM Travel Restriction policy (explain why travel is necessary / mission-essential and how disapproval of the travel clearance request would adversely impact the traveler or mission if not granted), and

b (U) Provide a statement verifying that the traveler(s) completed a antiterrorism (AT) plan and the plan is approved at the appropriate level (normally GO/FO), and

c (U) Indicate that the buddy rule is either in effect or has been waived.  When the buddy rule will be in effect provide the name / rank / title / phone number of buddy person who will meet/escort traveler in the area.  When waived, include the rank and name of the GO / FO / SES who has waived the buddy rule.  

4 (U) If clearance request does not meet the FCM lead time requirement, state the reason why the request is late (be specific).  Note: Refer to the FCM and APACS for specific clearance requirements and format.

(3) (U) Comply with the following procedures for any travel to USPACOM Travel Restricted areas. 

(a) (U) Unofficial travel will be limited to cases of compelling need.  Official travel will be limited to those instances where mission requirements outweigh the hazards of travel.   

(b) (U)   Prepare an AT plan for the traveler(s) or unit/organization.  AT plans for travel to USPACOM restricted areas require the approval of a GO/FO/SES in the chain of command exercising TACON for FP. For USPACOM Component Commands and USPACOM DRUs, an O-6 may approve AT Plans for emergent and emergency travel requests in instances where a GO/FO/SES is not available.  The non-availability of an GO/FO/SES will be annotated in the approval. Subordinate commanders may require individual AT plans for travel to non-USPACOM travel restricted areas at their discretion.
(c) (U) Any proposed travel to USPACOM Travel Restricted areas requires both:

1 (U) A recommendation for approval from a GO / FO / SES in the chain of command.  This may be the same individual who approves the AT plan.  The theater clearance request will serve as documentation of this GO/FO/SES recommendation.  An O-6 may recommend approval for emergent and emergency travel requests in instances where a GO / FO / SES is not available.  The non-availability of a GO / FO / SES will be annotated in such recommendations.  Recommending officials will maintain records of all planned and current travel until such travel is concluded.  Requests and approvals will clearly describe the purpose for travel (demonstrating compelling need or mission essential nature of travel) and will identify the rank and name of the GO / FO / SES who approved the AT plan (if different that the official recommending approval of travel).  Requests for travelers for whom a USPACOM Component Commander or subunified commander exercises TACON for FP will be submitted to USPACOM J02 by the Component or subunified command and will include a GO / FO endorsement from that HQ
.  
2 (U) Theater, Country or Special Area Clearance as stipulated in the FCM.  These requests will clearly describe the purpose for travel (demonstrating compelling need or mission essential nature of travel) and will identify the rank, name, and contact information of the GO / FO / SES who approved the AT plan and is recommending approval of travel to USPACOM restricted areas.  Country and Special Area clearance will not be assumed unless so indicated in the FCM.  Travelers must confirm Theater Clearance from USPACOM J02.  Theater Clearance for USPACOM Travel Restricted Areas is available at the following URL:  http://psp.hq.pacom.smil.mil/orgareas/Bridge%20(J00%20J01%20J02)/J02/Pages/default.aspx.
(d) (U) When the approving authority is assigned to HQ USPACOM, the AT plan and any required request for waiver(s) for travel to USPACOM Travel Restricted areas will be submitted to USPACOM J02 NLT 30 days prior to travel.  When this suspense cannot be met (no notice deployments or other emergencies) a statement explaining the reason for tardiness will be included.  

(4) (U) Ensure Isolated Personnel Report (ISOPREP) data is stored in the Personnel Recovery Mission Software (PRMS).  The DOD ISOPREP database provides this capability and is available at: https://prmsglobal.prms.af.smil.mil.  The ISOPREP link for SOF personnel is: https://prmsglobal.prms.af.smil.mil/prmssof215/.  For additional information on Personnel Recovery (PR), contact J35PR at (808) 477-8084/7287/7350. 

(5) (U) Complete Survival Escape Resistance Evasion (SERE) / Code of Conduct Level B training (JKO Course J3TA-US022).  This training is required for all personnel stationed in or entering the USPACOM AOR.  Additional information and links to on-line training are available on the USPACOM Personnel Recovery web portals:
SIPRNET: http://psp.hq.pacom.smil.mil/orgareas/J3/J35/Personnel_Recovery/Pages/default.aspx

NIPRNET: http://www.pacom.mil/staff/staff-J3.shtml

(6) (U) Receive, within 90 days prior to travel / deployment current threat and intelligence information (AOR update) for the specific destination or deployment location and waypoints. Theater specific Intel / threat updates are available on the SIPRNET at: http://www.intelink.sgov.gov/wiki/Portal:PACOM_JIOC_Combating_Terrorism_Division.  Specific information for theater travel / deployments should include:

(a) (U) Current threat and FPCON levels. 

(b) (U) Specific terrorist groups, their history, tactics and techniques, and methods of operation.

(c) (U) Projections / assessment for future terrorism directed against DOD assets.

(d) (U) Self-protection measures for individuals while:

1 (U) On a DOD or U.S. Government facility or installation.

2 (U) Away from a DOD or U.S. Government installation.

3 (U) In transit from domicile to duty stations (for those living off an installation) or from one locale to another while on official business.

(e) (U) Improvised Explosive Device (IED) recognition and response.

(f) (U) Physical security measures for residents of single or multiple family housing units located off a DOD installation (as applicable).

(g) (U) Security measures for executives and their immediate staffs.

(h) (U) Family member security measures.

(i) (U) A briefing on country-specific rules of engagement.  Information may be obtained by contacting AT offices or the Staff Judge Advocate office as appropriate.  All individuals performing security and law enforcement related duties will receive supplemental, scenario based training on use of deadly force / ROE.  Training must occur no later than 72 hours after arrival in the AOR and prior to the performance of such duties.  The organizations’ legal advisor and ATO will approve this training.

(7) (U) Within 72 hours of arrival in a foreign country at FPCON BRAVO or higher, deploying units / groups and individuals on TDY will receive an AT update from the supported commander or organization ATO.  AT updates are highly encouraged, but not required, for FPCON NORMAL and ALPHA locations.

(8) (U) Personnel on TDY / TAD / leave will ensure they have a POC for any updates / changes to FPCON and threat information for each country they visit.

(9) (U) Contact Component or Service AT offices or the USPACOM Counterintelligence Branch (J232), Directorate for Intelligence, (808) 477-7366, to obtain additional AT information.

(10) (U) Comply with the USPACOM Buddy Rule. The USPACOM Buddy Rule requires that all active duty personnel remain with a buddy at all times when in a travel restricted country, and travel is outside of a secure location (e.g., hotel, embassy, camp, etc). All travel (ground, air, etc) must be accomplished with a buddy meeting the following qualifications immediately upon arrival in a USPACOM travel restricted area:  

The qualifications for an individual to serve as a buddy consistent with the buddy rule include:

(a) The buddy may be a DOD employee, family member, or a well-known and trusted civilian acquaintance (e.g., co-worker or close friend).  While preferred and encouraged, the buddy does not have to be a member of DOD. A casual acquaintance is someone you do not know well and does not qualify as a buddy.

(b) The buddy may also be a person already in the country, such as a well-known foreign national or a trusted host nation point of contact.

(11) (U) Requirements for Commanders of Deployed Units

(a) (U) Commanders will include specific guidance to all personnel regarding Buddy Rule implementation in deployed unit AT plans (when personnel will be in an area where the Buddy Rule is in force).

(b) (U) Commanders will ensure that, upon arrival in an area where the Buddy Rule is in force, all deployed personnel traveling outside of a secure location (e.g., hotel, embassy, camp, etc.) travel in pairs or groups. 

(12) (U) Buddy Rule Waiver Request Requirements

(a) (U) Commanders may initiate waiver requests to Buddy Rule as deemed appropriate to situation(s).

(b) (U) Approval to waive the Buddy Rule is with a GO/FO/SES in the chain of command.  Any waivers will be in writing and a copy maintained with the deployed units’ AT plan.  For USPACOM Component Commands and USPACOM DRUs, an O-6 may approve waivers for emergent and emergency travel requests in instances where a GO/FO/SES is not available.  The non-availability of a GO/FO/SES will be annotated in the approval.

c. (U) Unit Pre-deployment Requirements.  In addition to those measures listed earlier for pre-deployment, deploying units will also take the following actions:

(1) (U) A deploying unit having 300 or more personnel assigned or under the operational control of a designated commander will have a Level II certified ATO appointed in writing.  The ATO will be responsible to the commander for ensuring that all AT requirements are met; all personnel within the unit are trained and fully aware of terrorist attack potential; and all are properly trained in methods to reduce the risk and mitigate effects should an attack occur.
(2) (U) Deploying the ATO early in the flow of deploying forces to execute AT tasks that are requisite to the deployment (e.g., site survey / assessment, coordination of security requirements with host nation, etc.) is encouraged.

(3) (U) Each unit will conduct a pre-deployment vulnerability assessment.  The scope of the vulnerability assessment will vary based on the terrorism threat level, type of mission, length of deployment, etc.  This assessment will assist the commanders in updating AOR specific training and in obtaining necessary physical security materials and equipment.

(a) (U) On-scene pre-deployment location assessments where the Terrorism Threat level is Low or Moderate is at the discretion of the responsible commander unless otherwise specified.

(b) (U) Deployments to countries with Terrorism Threat Levels of SIGNIFICANT or HIGH must have an onboard or advance site vulnerability assessment conducted.

(4) (U) Write a unit/ship AT plan.  Component and Subunified Commands, JTFs, and DRUs will develop policies and procedures to ensure AT plans for in-transit forces for whom they exercise TACON for FP are given the appropriate level of review.  Factors to be considered will include the FPCON, terrorist and criminal threat level, and size of the in-transit force.  Upon request, Component Commands, JTFs, and DRUs will provide USPACOM/J34 with a copy of AT plans for contingency operations and exercises.
(5) (U) Pre-deployment training regimens will include credible deterrence and response standards, and deterrence-specific tactics, techniques, and procedures.  Pre-deployment training will also include terrorist scenarios and hostile intent decision-making.

(6) (U) Contingency operations, by their very nature, are time constrained, and each has unique planning challenges.  AT considerations will be factored in the planning process from the beginning.  TACON for FP designation and AT guidance will appear in all Warning, Planning, Alert, Deployment, and Execute Orders.  Where applicable, a Service component exercising TACON for FP and responsible for AT will be designated as early as possible in the planning process.  This designation will normally be based on the component with: the preponderance of forces, the most senior officer, or the commander of any permanent unit on the site, whichever is the most logical.

(7) (U) The Service component or the unit commander will ensure proper AT planning occurs and is executed appropriately.  Specific planning factors will vary with each operation, but the following represent basic issues to consider with each operation.

(a) (U) Do not assume existing or host units at the site will automatically provide AT assets.  Likewise, do not assume host nation will provide adequate security. All deployed U.S. units will have appropriate security, based on the threat at the deploying location.  Deploying units may be required to travel with security forces or equipment, and must take this requirement into account when planning lift and support requirements.  Close coordination with Component Command HQ and USPACOM is required to determine actual requirements.

(b) (U) Host nation restrictions and sensitivities may limit AT options, necessitating close coordination.

(8) (U) All personnel will be proficient in individual CBRN TTP.  Units will be proficient in the employment of unit-level CBRN equipment.

(9) (U) See ANNEX E for in-transit security information and Appendix 1 to ANNEX E for a sample AT plan for deployed units.

Tab

A.  Traveler AT Plan

B.  USPACOM Travel Restriction Program

C.  USPACOM Travel Tracker/Individual AT Plan (TT/IATP) Program
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TAB A TO APPENDIX 2 TO ANNEX C (OPERATIONS) TO USPACOM OPORD 5050-08 (U)  

TRAVELER AT PLAN (OPTIONAL TEMPLATE)

Note: Plans should be written “Unclassified” or “For Official Use Only” so they can be carried by the traveler.  

Antiterrorism Plan

Traveler(s): (RANK) (NAME)

Destination(s)/Dates:

1. (U) Summary.

a. (U) (Country) (Make a separate subparagraph for each destination "a. b. c. etc") Note: Threat Levels for sub-paragraphs (1) and (2) below can be found at:  http://dciis.dia.smil.mil/threat/pacom.html.
 (1) (U)Terrorist Threat Level: (LOW/MODERATE/SIGNIFICANT/HIGH) 

(2) (U) Criminal Threat Level: (NEGLIGIBLE/LOW/MEDIUM/HIGH/CRITICAL) These are established by the U.S. State Department for locations where there is a U.S. Post (Embassy, Consulate, etc).  Use the highest criminal threat level in the country if a criminal threat is not identified for the location(s) where DOD personnel will be operating.

(3) (U) Force Protection Condition: (NORMAL / ALPHA / BRAVO / CHARLIE / DELTA)

b. (U) Buddy rule is/is not in effect.  (If required, state how this will be satisfied.  If waived, state the rationale for waiver).

c. (U) SECSTATE Travel Alerts or Travel Warnings: (Make a separate subparagraph for each destination if any or in effect)

d. (U) USPACOM Travel Restrictions:  (Include the following information based upon whether CDRUSPACOM has implemented travel restrictions for the country(ies) scheduled for travel.  If there are not any travel restrictions for country(ies) of travel, state "None."  If there are travel restrictions in effect, include the following information)

(1) (U) State what the restriction is (e.g., specific cities, states, provinces, types of events, etc.).

(2) (U) Indicate how the traveler(s) will comply with requirements of the restriction (will not be traveling to Travel Restricted locations or participating in restricted types of events).

(3) (U) State that the travel has been designated "mission-essential" by traveler(s) chain of command, (Include name and rank of person in chain of command that made that designation).

(4) (U) State that prior to travel, permission has been or will be obtained from a GO / FO / SES in the chain of command.  

e. (U) Security/FP responsibility: (State whether CDRUSPACOM or Chief of Mission (COM) will have security responsibility, based on COM/CDRUSPACOM MOAs – available on line at: http://psp.hq.pacom.smil.mil/orgareas/J3/J34/J343/MOUMOA%20Matrix/Pages/default.aspx).  If CDRUSPACOM, also indicate the U.S. Commander who will be exercising TACON for FP at the particular location(s).
2. (U) Transportation Plans.

a. (U) Air: (e.g., Traveler will use commercial air.  Air carrier is a U.S. flag carrier or a non-U.S. flag carrier on the FAA approved list)

b. (U) After arrival, from airport to work or billeting: (e.g., Traveler will be picked up by AmEmbassy, hotel provided transportation, vetted taxis or other conveyances (e.g. AAFES), or contracted ground transportation)

c. (U) Intra-area: (e.g., Traveler will utilize Individual Protective Measures identified in Attachment 2)

3. (U) Security (responsibility and measures).

a. (U) Weapons: (e.g., state who will be armed or that weapons are not authorized or will not be carried.) (Note: DOD personnel must ensure authorizations are obtained from U.S. Embassy, Host Nation, and/or U.S. authorities as required.)

b. (U) Workplace: (e.g., Dept of State Guards, U.S. military security/law enforcement, direct hire/contract security guards, or local police.)

c. (U) Billeting: (Include address and phone number of billeting or hotel.)

4. (U) Medical.

a. (U) (State whether comprehensive medical care/ambulance service is available, location of medical or hospital and phone numbers.)

b. (U) Emergency medical support: Provide medical information to (Traveler).

c. (U) Installation public health officers can assist in determining if travelers require a vaccination.  For additional information on vaccines, refer to the MILVAX website at NIPRNet site: http://www.vaccines.mil. 

d. (U) Travelers may obtain additional information from the international travelers’ hotline of the Centers for Disease Control and Prevention (CDC) at 1-888-232-3228, from the CDC AUTOFAX at 1-888-232-3229, or from the CDC NIPRNET website at http://wwwnc.cdc.gov/travel/. 

e. (U) Summary of unclassified medical threat assessments from the National Center for Medical Intelligence (NCMI) (http://www.afmic.dia.smil.mil/index.php) or (http://www.ncmi.dia.smil.mil/index.php).

f. (U) Service Members deployed outside of an established military healthcare network in need of emergency or urgent care should contact International SOS (Singapore Office) at commercial telephone: 001-65-6-338-9277 for referral to an approved healthcare provider.  Additional information regarding International SOS is available on line at: www.internationalsos.com/en/ourresources.htm.

5. (U) Communications.

a. (U) Availability of telephones in-country: (Public/other.  Include Country / City Code dialing information)

b. (U) Contact numbers in country (Links to all American Embassy web pages are available at the following NIPRNet website: http://usembassy.state.gov/).

(1) (U) American Embassy phone numbers

(2) (U) U.S. military, police phone numbers

(3) (U) Local police, fire, etc. phone numbers

(4) (U) Contact numbers for use as alternate sources of obtaining threat information:

(a) (U) USPACOM JOC Director: 808-477-7377

(b) (U) JIOC Senior Watch Officer: 808-477-8173

6. (U) AMEMBASSY Locations.  (Include street address and other pertinent directions to locate nearest AMEMBASSY or Consulate - Links to all American Embassy web pages are available at the following NIPRNet website: http://usembassy.state.gov/).

7. (U) Emergency Action Plans.

a. (U) Evacuation plans:  (Provide detailed information for traveler(s) to evacuate country in the event of an emergency.  Include telephone numbers and points of contact at American Embassy/Consulate to obtain guidance on evacuating country.  Also, include telephone numbers necessary to change airline reservations if required.)

b. (U) Upon identification of suspicious activity possibly endangering personnel, facilities, or residences, traveler(s) will notify hotel security and the local police.  Subsequent notification will be made to the American Embassy/Consulate and, if warranted, the USPACOM JOC Director at (808) 477-7377.

c. (U) Safe Havens:  American embassy / consulate for all threats other than those to the embassy / consulate.  For threats to American embassy / consulate, traveler(s) will remain in their hotel unless otherwise instructed by American Embassy personnel.

8. (U) Specific Contingency Plans. In all instances, if higher headquarters cannot be contacted request guidance from the USPACOM JOC at (808) 477-7377.
a. (U) Terrorist attack on American Embassy: Cease activities; return to hotel room or any other available safe haven; assess situation; contact your higher headquarters for guidance. 
b. (U) Terrorist attack against workplace: Cease activities; evacuate to American Embassy and contact your higher headquarters for guidance.  Continue to assess situation, and plan to evacuate via commercial airlines or U.S. MILAIR (as applicable).  Host nation security and law enforcement personnel increase security of workplace and embassy until situation is resolved, or depart country.

c. (U) Mob violence or coup: Cease activities; remain at hotel until situation is resolved; coordinate with American Embassy and/or your higher headquarters for guidance.
d. (U) In the event a terrorist attack occurs in country, new terrorist threat information is received, or there is an elevation in Threat Level or FPCON: Coordinate with your higher headquarters and/or the American Embassy/SDO for guidance.  

9. (U) Personnel Recovery.

    a. (U) Survival, Evasion, Resistance, and Escape (SERE) Code of Conduct (CoC) level B training completed on: (Enter date). 

Note:

(U) SERE 100 CoC training (course J3TA-US022) is available on line at:

NIPRNET -

Defense Knowledge Online (DKO) /Army Knowledge Online (AKO) https://www.us.army.mil/
Navy Knowledge Online (NKO) 
AF Advanced Distributed Learning System (ADLS) https://golearn.csd.disa.mil/kc/login/login.asp
 b. (U) ISOPREP data for all traveler(s) is stored in the Personnel Recovery Mission Software (PRMS) system. URLS are: 

https://prmsglobal.prms.af.smil.mil  (Non-SOF Personnel)
https://prmsglobal.prms.af.smil.mil/prmssof215/ (SOF Personnel <SOCPAC< USASOC, NSW, AFSOC, MARSOC)> Select “USSOCOM” and “Component Users”

c. (U) Personnel Recovery (ISOPREP / PRMS) data validated on: (Enter date).

    (U) Note: Questions concerning personnel recovery should be referred to the Personnel Recovery POC at the traveler’s organization or the HQ USPACOM J35 Personnel Recovery POC:

SIPRNET E-mail:  joc.jprc.PACOM.FCT@pacom.smil.mil
Phone:  DSN (315) 477-7287 / CML (808) 477-7287

http://psp.hq.pacom.smil.mil/orgareas/J3/J35/Personnel_Recovery/Pages/default.aspx
10. (U) Protective Measures.  Traveler(s) will comply with the following measures: 
11. (U) Approval.  

(APPROVER’S NAME)

(RANK, BRANCH)


(Title, Section)
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TAB B TO APPENDIX 2 TO ANNEX C (OPERATIONS) TO USPACOM OPORD 5050-08 (U) TRAVEL RESTRICTION PROGRAM

1.   (U) Purpose.  

a. (U) USPACOM’s Travel Restriction Program is the process for ensuring the protection of DOD personnel traveling to high risk locations.  This is achieved by ensuring senior leadership awareness and risk/benefit decision for travel to high risk locations. High risk locations are those areas in the PACOM AOR assessed as too dangerous for other than mission-essential travel. The Travel Restriction Program allows senior leadership to assess trade-offs between the risk and mission-essential requirements or personal factors (in the case of unofficial travel), and, in exceptional cases, accept the travel risk. Generally, CDRUSPACOM imposes travel restrictions based on terrorist, criminal and foreign intelligence security service threats to DOD personnel. Complementing these factors are threat information and warnings contained in the various Department of State Travel Alerts and Travel Warnings.  
b. (U) For applicability see base plan and APPENDIX 2 TO ANNEX C (OPERATIONS) PREDEPLOYMENT REQUIREMENTS. 
2. (U) Mission. To provide USPACOM definitive guidance regarding the USPACOM Travel Restriction Program and provide for the safety of all DOD personnel while travelling within the AOR.

3. (U) Execution.  This Appendix provides guidance and formalizes the USPACOM Travel Restriction Program.  
a. (U) At a minimum, all current travel restrictions will be reviewed for efficacy on an annual basis.  Countries within the AOR will be reviewed by USPACOM J34 and the Antiterrorism Working Group (ATWG) according to the MOA revalidation schedule.  

      b. (U) Objective criteria will be used by USPACOM J34 in their determination of whether or not a recommendation should be made to restrict or lift a restriction on an area.  A six-step process, depicted in Figure C-2-B-1, will be utilized. 


(1) (U) Travel Restriction Assessment and Recommendation (TRAR) Review.  USPACOM J34 will conduct a TRAR annually or whenever a credible threat against DOD personnel emerges.  The USPACOM J34 Travel Restriction Assessment Matrix (available from J343 upon request) will be used in conjunction with intelligence data from the following sources: 

(a) JIOC Threat Analysis

(b) DoS Travel Alerts and/or Warnings

(c) DoS Security Environment Threat Lists (SETL)

(d) DIA Threat Levels

(e) Theater Security Cooperation Rating

(f) Theater Security Cooperation Planning (TSCP) Activities

(g) DOD Elements present or recently present in the area and/or their Higher HQ, as deemed appropriate and relevant.


(2) (U) Convene Antiterrorism Working Group (ATWG) Review.  USPACOM J34 will present the initial TRAR for discussion during an ATWG.  The ATWG meeting may be conducted in person or virtual via Defense Collaboration Online (DCO) based upon whether it’s a routine review or a result of a credible threat.  The ATWG will evaluate the threats and discuss appropriate force protection measures necessary, and then make a recommendation.


(3) (U) Coordination.  Upon receipt of the ATWG recommendation, USPACOM J34 will present the TRAR to the following: Senior Defense Official, the Country Team, Country Desk Officer, Force Protection Detachment, USPACOM J5, and the USPACOM J005 Foreign Policy Officer.  Their inputs and recommendations are an important factor in determining the final recommendation.  


(4) (U) Decision Point “Change / No-Change”.  Once all of the information is gathered and a full-scope assessment has been conducted, USPACOM J34 will make a determination whether or not to recommend imposing/lifting a Travel Restriction to the CDRUSPACOM for approval.  If no change is warranted, the process concludes.  All TRARs must at least be completed to this step in order to ensure the risk has been properly mitigated.  


(5) (U) CDRUSPACOM Decision.  USPACOM J34’s recommendation to impose or lift a Travel Restriction will then be staffed for submission to CDRUSPACOM for decision. 


(6) (U) Travel Restriction Notification.  A message will be transmitted to AIG 7056 advising ofCDRUSPACOM decision IRT the Travel Restriction.  

4. (U) Authority. CDRUSPACOM retains final authority to impose or remove Travel Restrictions within the USPACOM AOR. The Deputy Commander assumes this authority during periods of CDRUSPACOM absence.
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Figure C-2-B-1
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HEADQUARTERS, U.S. PACIFIC COMMAND

CAMP H.M. SMITH HI 96861-4015

18 March 2008 (FRAGO 2, 05 Jan 2011)

TAB C TO APPENDIX 2 TO ANNEX C (OPERATIONS) TO USPACOM OPORD 5050-08 (U) USPACOM TRAVEL TRACKER/INDIVIDUAL AT PLAN (TT/IATP) PROGRAM 

1.  (U) Situation.  

a. (U) CDRUSPACOM and subordinate commanders require the ability to track DOD assigned personnel and those for whom they exercise security responsibility or TACON for FP when in a deployed, travel, or in-transit status.  These commanders and their staffs also require a capability to provide warnings, advisories and related information to travelers and small groups of deployed/in-transit forces.

b. (U) Applicability:  See the base order and APPENDIX 2 TO ANNEX C (OPERATIONS) PREDEPLOYMENT REQUIREMENTS.

c. (U) The USPACOM Travel Tracker program is a Common Access Card (CAC) enabled, unclassified system.  It is accessible at the following URL: www.pacom.mil.  Select “AT/FP” and then “TT/IATP”.

2. (U) Mission.  (U) USPACOM mandates the use of its on-line Travel Tracker / Individual AT Plan (TT/IATP) program as provided for in this Tab.  The TT/IATP program provides a capability to maintain visibility of DOD travelers and deployed forces throughout the AOR and USPACOM based DOD personnel traveling globally, as well as the ability to transmit warnings, advisories, and other time-sensitive information via email or cell phone text.  It also provides a mechanism for USPACOM based personnel to develop and route their individual AT plan for approval when traveling to USPACOM Travel Restricted areas. The TT/IATP program supplements but does not replace the requirement for Theater, Country, Special Area, or Personnel clearances as required by the Foreign Clearance Manual.  TT/IATP implementation timelines for commands will be established by message or other separate issuance.

3. (U) Execution.

a. (U) Concept of Operation.   

(1) (U) All Active Duty personnel will enter their travel information into the TT/IATP program prior to traveling to a foreign country in the USPACOM AOR.  This applies to unofficial travel and official travel when the latter is not part of a unit deployment or PCS move.  It does not apply to travel within the foreign country of assignment.

(2) (U) All Active Duty personnel stationed in the USPACOM AOR will enter their travel information into the TT/IATP program prior to traveling to a foreign country in another Combatant Commander’s AOR.  This applies to unofficial travel and official travel when the latter is not part of a unit deployment or PCS move.  

 (3) (U) All other DOD personnel (civilians, contractors, family members) will enter their travel information into the TT/IATP program prior to traveling to a foreign country in the USPACOM AOR in an official capacity.  This applies to official travel when not part of a unit deployment or PCS move, but does not apply to travel within the foreign country of assignment.  Personnel are encouraged to enter unofficial travel into the Travel Tracker program.

(4) (U) Personnel traveling to a USPACOM Travel Restricted area require an AT plan as detailed in Annex C, Appendix 2.   When required, the AT plan must be approved prior to submission of Theater Clearance in APACS.  Non-USPACOM based personnel will use the TT/IATP program to document their travel but are not required to use it to route their AT Plan for approval.  AT plans for non-USPACOM based personnel will be prepared and submitted through the traveler’s chain of command. The following categories of personnel will complete and obtain approval of their AT plan using the TT/IATP program when traveling to a USPACOM Travel Restricted area.  Subordinate commanders may require individual AT plans for travel to non-USPACOM travel restricted areas at their discretion, and may direct the submission and approval through the TT/IATP program.
(a) (U) Active Duty personnel based in the USPACOM AOR traveling in either an official or unofficial capacity.  An individual AT plan is not required when traveling as part of an organizational deployment if the organization AT plan will apply to and cover the traveler(s).

(b) (U) DOD personnel based in the USPACOM AOR traveling in an official capacity. An individual AT plan is not required when traveling as part of an organizational deployment if the organization AT plan will apply to and cover the traveler(s).

 (5) (U) An on-line training presentation is available at https://paccas.nmci.navy.mil/navy/cpf/atfp/home.nsf/. 

(6) (U) USPACOM Component Commands, Subunified Commands, JTFs and DRUs will ensure USPACOM J34 is provided with a listing of organizations for input into the TT/IATP program and that these listings are updated as required.  This will enable notification capabilities for travelers in those organizations.

(7) (U) Since the TT/IATP program is hosted on a secure but unclassified portal, commanders may waive the requirement to input data into the system for sensitive travel.  When doing so they must develop procedures to track travelers and small deployed elements and provide them with warnings, advisories, and other time-sensitive information.  Any waiver of TT/IATP program use will be annotated in theater clearance requests.

(8) (U) Commanders of USPACOM Components Commands, Subunified Commands, JTFs and DRUs or their designated representatives (e.g. ATOs, Watch Centers) will use the TT/IATP program notification applications to provide unclassified warnings, advisories, etc. to travelers for whom they exercise TACON for FP.  This is in addition to any other notification processes the command may wish to utilize.  Commanders having geographic FP responsibilities for an entire country (e.g. USFK, USFJ, COMLOGWESTPAC (Singapore), USARPAC (Marshal Islands)) may disseminate country-wide notifications using IATP. Theater-wide and other country-wide notifications (to all travelers in the AOR or a specific country) will be executed solely by HQ USPACOM.

b. (U) Tasks and Responsibilities
. 

(1) (U) USPACOM J34 – Serves as the TT/IATP program Executive Agent.

(2) (U) PACFLT (N34) – Serves as the Applications Administrator.

(3) (U) Defense Information Systems Agency (DISA) Computing Services Directorate (CSD) – Responsible to provision and host two operating environments to support the IATP web portal.

(4) (U) Commanders and Directors (at all levels) will:

(a)  (U) Ensure personnel for whom they exercise TACON for FP utilize the TT/IATP program.

(b) (U) Establish processes to ensure information regarding travelers who do not have access to the TT/IATP program is input into the program.  

(5) (U) USPACOM J02HQ, ensure the USPACOM ATO provides TT/IATP program oversight and guidance and develops processes for HQ USPACOM and other DOD personnel and elements for whom CDRUSPACOM exercises direct TACON for FP. 

4. (U) Administration and Logistics.  Refer to DISA – USPACOM IATP Agreement.
5. (U) Command and Control.  See Basic Order.
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� Refer to the DOD Foreign Clearance Manual (� HYPERLINK "http://www.fcg.pentagon.smil.mil" ��www.fcg.pentagon.smil.mil� / � HYPERLINK "http://www.fcg.pentagon.mil" ��www.fcg.pentagon.mil�)  individual country entries to determine if permanent change of station (PCS), transiting personnel (including contractors), or DOD travelers on leave require country, theater, or special area clearance. Normally, PCS personnel and transit personnel do not require country, theater, or special area clearances.


� The FCM is available on the Internet at: http://www.fcg.pentagon.mil, and on the SIPRNET at: � HYPERLINK "http://www.fcg.pentagon.smil.mil" ��http://www.fcg.pentagon.smil.mil�.


� APACS is accessed through � HYPERLINK "https://apacs.dtic.mil" ��https://apacs.dtic.mil�.  All commands/units will use APACS versus message traffic to request Country, Theater, and Special Area clearance and may request accounts at the website.  





� Component and subunified commands may authorize subordinate GO/FO/SES to submit travel recommendations directly to USPACOM J02.  Any such delegations must be specified in the command’s antiterrorism policy issuance.  


�  DISA – USPACOM Agreement details the IATP system responsibilities. 
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